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1 Introduction

Liberty Alliance Project formed the Identity Assurance Expert Group (IAEG) to foster
adoption of consistently managed identity trust services. Utilizing initial contributions
from the e-Authentication Partnership (EAP) and the US E-Authentication Federation,
the IAEG's objective is to create a framework of baseline policies requirements (criteria)
and rules against which identity trust services can be assessed and evaluated. The goal is
to facilitate trusted identity federation and to promote uniformity and interoperability
amongst identity service providers, with a specific focus on the level of trust, or
assurance, associated with identity assertions. The primary deliverable of IAEG is the
Identity Assurance Framework (IAF).

The IAF leverages the EAP Trust Framework [EAPTrustFramework] and the US
E-Authentication Federation Credential Assessment Framework ([CAF]) as baselines in
forming the criteria for a harmonized, best-of-breed, industry-recognized identity
assurance standard. The IAF is a framework supporting mutual acceptance, validation,
and life cycle maintenance across identity federations. The IAF is described in an
Overview publication which also includes the IAF Glossary. The present document
describes the Service Assessment Criteria component of the 1AF, including setting-out the
Assurance Levels.

Assurance Levels (ALs) are the levels of trust associated with a credential as measured by
the associated technology, processes, and policy and practice statements controlling the
operational environment. The IAF defers to the guidance provided by the U.S. National
Institute of Standards and Technology (NIST) Special Publication 800-63 version 1.0.1
[NIST800-63] which outlines four (4) levels of assurance, ranging in confidence level
from low to very high. Use of ALs is determined by the level of confidence or trust (i.e.
assurance) necessary to mitigate risk in the transaction.

The Service Assessment Criteria part of the IAF establishes baseline criteria for general
organizational conformity, identity proofing services, credential strength, and credential
management services against which all CSPs will be evaluated. The IAF will initially
focus on baseline identity assertions and evolve to include attribute- and entitlement-
based assertions in future releases. The IAF will also establish a protocol for publishing
updates, as needed, to account for technological advances and preferred practice and
policy updates.

Liberty Alliance Project
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2 Assurance Levels

2.1 Assurance Level Policy Overview

An Assurance Level (AL) describes the degree to which a relying party in an electronic
business transaction can be confident that the identity information being presented by a
CSP actually represents the entity named in it and that it is the represented entity who is
actually engaging in the electronic transaction. ALs are based on two factors:

1.  The extent to which the identity presented by a CSP in an identity assertion can be
trusted to actually belong to the entity represented. This factor is generally
established through the identity proofing process and identity information
management practices.

2.  The extent to which the electronic credential presented to a CSP by an individual
can be trusted to be a proxy for the entity named in it and not someone else (known
as identity binding). This factor is directly related to the integrity and reliability of
the technology associated with the credential itself, the processes by which the
credential and its verification token are issued, managed, and verified, and the
system and security measures followed by the credential service provider
responsible for this service.

Managing risk in electronic transactions requires authentication and identity information
management processes that provide an appropriate level of assurance of identity. Because
different levels of risk are associated with different electronic transactions, IAEG has
adopted a multi-level approach to ALs. Each level describes a different degree of
certainty that the identity of the claimant is as proclaimed.

The IAEG defines four levels of assurance. The four IAEG ALSs are based on the four
levels of assurance posited by the U.S. Federal Government and described in

OMB M-04-04 [M-04-04] and NIST Special Publication 800-63 [NI1ST800-63] for use by
Federal agencies. Accounting for minor semantic differences in the naming of the four
assurance levels in the EU IDABC “Proposal for a multi-level authentication mechanism
and a mapping of existing authentication mechanisms”, the European Union uses
substantially the same four assurance level model for identity assurance.

The IAEG ALs enable subscribers and relying parties to select appropriate electronic
identity trust services. IAEG uses the ALs to define the service assessment criteria to be
applied to electronic identity trust service providers when they are demonstrating
compliance through the IAEG assessment process. Relying parties should use the
assurance level descriptions to determine risk and map the type of credential issuance and
authentication services they require. Credential service providers (CSPs) should use the
ALs to determine what types of credentialing electronic identity trust services they are
capable of providing currently and/or aspire to provide in future service offerings.

Liberty Alliance Project
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2.2 Description of the Four Assurance Levels

The four ALs describe the degree of certainty associated with an identity assertion. The
levels are identified by both a number and a text label. The levels are defined as shown
in Table 2-1:

Table 2-1. Four Assurance Levels

Level Description

Little or no confidence in the asserted identity's validity
Some confidence in the asserted identity's validity

High confidence in the asserted identity's validity

Very high confidence in the asserted identity's validity

AWIN|F

The choice of AL is based on the degree of certainty of identity required to mitigate the
risk resulting from an improper authentication, when related to the level of assurance
provided by the credentialing process. The degree of assurance required is determined by
the relying party through risk assessment processes covering the electronic transaction
system. By mapping risk impact levels to ALs, relying parties can then determine what
level of assurance they require. Further information on assessing impact levels is
provided in Table 2-2:

Table 2-2 Potential Impact at Each Assurance Level

Potential Impact of Authentication Errors Assurance Level*
1 2 3 4
Inconvenience, distress or damage to standing or reputation | Min | Mod | Sub | High
Financial loss or agency liability Min | Mod | Sub | High
Harm to govt. agency programs or public interests N/A | Min | Mod | High
Unauthorized release of sensitive information N/A | Mod | Sub | High
Personal safety N/A | N/A | Min | Sub,
High
Civil or criminal violations N/A | Min | Sub | High

*Min=Minimum; Mod=Moderate; Sub=Substantial; High=High

Liberty Alliance Project
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The level of assurance provided is measured by the strength and rigor of the identity
proofing process, the credential's strength, and the management processes the service
provider applies to it. The IAEG has established service assessment criteria at each AL
for electronic trust services providing credential management services. These criteria are
described in Section 3.

CSPs can determine the AL at which their services might qualify by evaluating their
overall business processes and technical mechanisms against the IAEG service
assessment criteria. The service assessment criteria within each AL are the basis for
assessing and approving electronic trust services.

2.2.1 Assurance Level 1

At AL1, there is little or no confidence in the asserted identity. Use of this level is
appropriate when no negative consequences result from erroneous authentication and the
authentication mechanism used provides some assurance. A wide range of available
technologies and any of the token methods associated with higher ALs, including PINS,
can satisfy the authentication requirement. This level does not require use of
cryptographic methods.

2.2.2 Assurance Level 2

At AL2, there is some confidence that an asserted identity is accurate. Moderate risk is
associated with erroneous authentication. Single-factor remote network authentication is
appropriate. Successful authentication requires that the claimant prove control of the
token through a secure authentication protocol. Eavesdropper, replay, and online
guessing attacks are prevented. Identity proofing requirements are more stringent than
those for AL1 and the authentication mechanisms must be more secure, as well.

2.2.3 Assurance Level 3

AL3 is appropriate for transactions requiring high confidence in an asserted identity.
Substantial risk is associated with erroneous authentication. This level requires multi-
factor remote network authentication. ldentity proofing procedures require verification of
identifying materials and information. Authentication must be based on proof of
possession of a key or password through a cryptographic protocol. Tokens can be “soft,”
“hard,” or “one-time password” device tokens. Note that both identity proofing and
authentication mechanism requirements are more substantial.

2.2.4 Assurance Level 4

AL4 is appropriate for transactions requiring very high confidence in an asserted identity.
This level provides the best practical remote-network authentication assurance, based on
proof of possession of a key through a cryptographic protocol. Level 4 is similar to

Liberty Alliance Project
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Level 3 except that only “hard” cryptographic tokens are allowed. High levels of
cryptographic assurance are required for all elements of credential and token
management. All sensitive data transfers are cryptographically authenticated using keys

bound to the authentication process.
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3 Service Assessment Criteria

3.1 Context and Scope

The IAEG Service Assessment Criteria (SAC) are prepared and maintained by the
Identity Assurance Expert Group (IAEG) as part of its Identity Assurance Framework.
These criteria set out the requirements for credential services and their providers at all
assurance levels within the Framework. These criteria focus on the specific requirements
for IAEG assessment at each Assurance Level (AL) for the following:

e The general business and organizational conformity of services and their
providers;

e The functional conformity of identity proofing services, and;

e The functional conformity of credential management services and their
providers.

These criteria (at the applicable level) must be complied with by all services that are
assessed for certification under the Identity Assurance Framework (1AF).

These criteria have been approved under the IAEG's governance rules as being suitable
for use by Liberty-Accredited Assessors in the performance of their assessments of trust
services whose providers are seeking recognition by IAEG.

In the context of the Identity Assurance Framework, the status of this document is
normative. An applicant provider's trust service shall comply with all applicable criteria
within this SAC at their nominated AL.

This document describes the specific criteria that must be met to achieve each of the four
ALs supported by the IAEG. To be certified under the IAF Accreditation and
Certification Scheme, services must comply with all criteria at the appropriate level.

3.2 Readership

This description of Service Assessment Criteria is required reading for all Liberty-
Accredited Assessors, since it sets out the requirements with which service functions
must be independently verified as being in compliance, in order to be granted Liberty
Recognition.

The description of criteria in Sections 3.5, 3.6 and 3.7 is required reading for all
organizations wishing to become Liberty-Recognized Service Providers, and also for
those wishing to become Liberty-Accredited Assessors . It is also recommended reading
for those involved in the governance and day-to-day administration of the Identity
Assurance Framework.
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This document will also be of interest to those wishing to have a detailed understanding
of the operation of the Identity Assurance Framework but who are not actively involved
in its operations or in services that may fall within the scope of the framework.

3.3 Criteria Descriptions

The Service Assessment Criteria are organized by AL. Subsections within each level
describe the criteria that apply to specific functions. The subsections are parallel.
Subsections describing the requirements for the same function at different levels of
assurance have the same title.

Each criterion consists of three components: a unique alphanumeric tag, a short name,
and the criterion (or criteria) associated with the tag. The tag provides a unique reference
for each criterion that assessors and service providers can use to refer to that criterion.
The name identifies the intended scope or purpose of the criterion.

The criteria are described as follows:

The assurance level at which
this criterion applies.

An abbreviated prefix for the
specific SAC.

An abbreviation for the topic
area to which the criterion
relates

Tag sequence number generally
incremented by 10 to allow
insertion once the SAC is first
published.

«ALNn_CO_ZZZ#999»«namex»Criterion ALn (i.e., AL1_CO_ESM#010)

Z The actual criterion at a given
assurance level, stated as a
requirement.

Short descriptive name

When a given criterion changes (i.e. becomes more rigorous) at higher Assurance Levels
the new or revised text is shown in bold or ‘[Omitted]’ is indicated where text has been

Liberty Alliance Project
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removed. With the obvious exception of AL1, when a criterion is first introduced it is
also shown in bold.

As noted in the above schematic, when originally prepared, the tags had numbers
incrementing in multiples of ten to permit the later insertion of additional criteria. Since
then there has been addition and withdrawal of criteria.

Where a criterion is not used in a given AL but is used at a higher AL its place is held by
the inclusion of a tag which is marked “No stipulation’. A title and appropriate criteria
will be added at the higher AL which re. occupies that position. Since in general higher
ALs have a greater extent of criteria than lower ALs, where a given AL extends no further
through the numbering range, criteria beyond that value are by default omitted rather than
being included but marked “No stipulation’.

Further, over time, some criteria have been removed, or withdrawn. In order to avoid the
re-use of that tag such tags are retained but marked “Withdrawn’.

Not only do these editorial practices preserve continuity they also guard against possible
omission of a required criterion through an editing error.

3.4 Terminology

All special terms used in this description are defined in the IAF Glossary.

Note that when, in these criteria, the term ‘Subscriber’ is used it applies equally to
‘Subscriber’ and ‘Subject’ as defined in the IAF Glossary, according to the context in
which used. The term ‘Subject’ is used when the reference is explicitly towards that

party.
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3.5 Common Organizational Service Assessment Criteria

The Service Assessment Criteria in this section establish the general business and
organizational requirements for conformity of services and service providers at all ALs
defined in Section 2. These criteria are generally referred to elsewhere within IAEG
documentation as CO-SAC.

These criteria may only be used in an assessment in combination with one or more other
SACs that address the technical functionality of specific service offerings.

3.5.1 Assurance Level 1

3.5.1.1 Enterprise and Service Maturity

These criteria apply to the establishment of the organization offering the service and its
basic standing as a legal and operational business entity within its respective jurisdiction
or country.

An enterprise and its specified service must:

AL1 CO_ESM#010 Established enterprise

Be a valid legal entity, and a person with the legal authority to commit the organization
must submit the signed assessment package.

AL1_CO_ESM#020 Established service

Be fully operational in all areas described in the assessment package submitted for
assessment.

Guidance: Liberty will not recognize a service which is not fully released for the
provision of services to its intended user/client community. Systems, or parts thereof,
which are not fully proven and released shall not be considered in an assessment and
therefore should not be included within the scope of the assessment package. Parts of
systems still under development, or even still being planned, are therefore ineligible for
inclusion within the scope of assessment.

AL1_CO_ESM#030 Legal & Contractual compliance

Demonstrate that it understands and complies with any legal requirements incumbent on
it in connection with operation and delivery of the specified service, accounting for all
jurisdictions and countries within which its services may be used.

Guidance: ‘Understanding’ is implicitly the correct understanding. Both it and
compliance are required because it could be that understanding is incomplete, incorrect or
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even absent, even though compliance is apparent, and similarly, correct understanding
may not necessarily result in full compliance. The two are therefore complimentary.

3.5.1.2 Notices and User information
These criteria address the publication of information describing the service and the
manner of and any limitations upon its provision.

An enterprise and its specified service must:

AL1 CO_NUI#010 General Service Definition

Make available to the intended user community a service definition that includes a
Privacy Policy and all other applicable Terms, Conditions, Fees, and, including any
limitations of its usage.

Guidance: the intended user community encompasses potential and actual subscribers,
subjects and relying parties.

AL1 CO_NUI#020 No stipulation

AL1 _CO_NUI#030 Due notification

Have in place and follow appropriate policy and procedures to ensure that it notifies
Users in a timely and reliable fashion of any changes to the service definition and any
applicable Terms, Conditions, and Privacy Policy for the specified service.

AL1_CO_NUI#040 Subscriber Agreement
Require subscribers and subjects to:

a) sign a user agreement accepting the terms of service prior to initiating service;

b) at periodic intervals, determined by significant service provision events (e.g.
issuance, re-issuance, renewal), re-affirm their understanding and observance of
the terms of service;

C) always provide full and correct responses to requests for information.

AL1 CO_NUI#050 Record of Subscriber Agreement

Obtain a record (hard-copy or electronic) of the subscriber's and subject’s agreement to
the terms and conditions of service, prior to initiating the service and thereafter at
periodic intervals, determined by significant service provision events (e.g. re-issuance,
renewal).
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3.5.1.3 Not used

3.5.1.4 Not used

3.5.1.5 Not used

3.5.1.6 Notused

3.5.1.7 Secure Communications

AL1 CO_SCO#010 No stipulation

AL1 CO_SCO#020 Limited access to shared secrets

Ensure that:

a) access to shared secrets shall be subject to discretionary controls which permit

b)

c)

access to those roles/applications needing such access;

stored shared secrets are not held in their plaintext form unless given adequate
physical or logical protection;

any plaintext passwords or secrets are not transmitted across any public or
unsecured network.
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429 3.5.2 Assurance Level 2

430  Criteria in this section address the establishment of the enterprise offering the service and
431  its basic standing as a legal and operational business entity within its respective
432  jurisdiction or country.

433 3.5.2.1 Enterprise and Service Maturity

434  These criteria apply to the establishment of the enterprise offering the service and its
435  basic standing as a legal and operational business entity.

436  An enterprise and its specified service must:

437 AL2_CO_ESM#010 Established enterprise

438 Beavalid legal entity and a person with legal authority to commit the organization must
439  submit the signed assessment package.

440 AL2_CO_ESM#020 Established service

441  Be fully operational in all areas described in the assessment package submitted for
442  assessment.

443  AL2_CO_ESM#030 Legal & Contractual compliance

444  Demonstrate that it understands and complies with any legal requirements incumbent on
445 it in connection with operation and delivery of the specified service, accounting for all
446  jurisdictions within which its services may be offered. Any specific contractual

447  requirements shall also be identified.

448  Guidance: Liberty will not recognize a service which is not fully released for the

449  provision of services to its intended user/client community. Systems, or parts thereof,
450  which are not fully proven and released shall not be considered in an assessment and
451  therefore should not be included within the scope of the assessment package. Parts of
452  systems still under development, or even still being planned, are therefore ineligible for
453 inclusion within the scope of assessment.

454  AL2_CO_ESM#040 Financial Provisions

455  Provide documentation of financial resources that allow for the continued operation
456  of the service and demonstrate appropriate liability processes and procedures that
457  satisfy the degree of liability exposure being carried.

458  Guidance: The organization must show that it has a budgetary provision to operate the
459  service for at least a twelve-month period, with a clear review of the budgetary planning
460  within that period so as to keep the budgetary provisions extended. It must also show
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how it has determined the degree of liability protection required, in view of its exposure
per ‘service’ and the number of users it has. This criterion helps ensure that Liberty does
not grant Recognition to services not likely to be sustainable over at least this minimum
period.

AL2_CO_ESM#050 Data Retention and Protection

Specifically set out and demonstrate that it understands and complies with those
legal and regulatory requirements incumbent upon it concerning the retention and
destruction of private and identifiable information (personal and business)(i.e. its
secure storage and protection against loss, accidental public exposure and/or
improper destruction) and the protection of private information (against unlawful
or unauthorized access, excepting that permitted by the information owner or
required by due process).

Guidance: Note that whereas the criterion is intended to address unlawful or
unauthorized access arising from malicious or careless actions (or inaction) some access
may be unlawful UNLESS authorized by the subject or effected as a part of a
specifically-executed legal process.

3.5.2.2 Notices and User Information/Agreements

These criteria apply to the publication of information describing the service and the
manner of and any limitations upon its provision, and how users are required to accept
those terms.

An enterprise and its specified service must:

AL2_CO_NUI#010 General Service Definition

Make available to the intended user community a service definition that includes, inter
alia, any specific uses or limitations on its use, Privacy, ldentity Proofing &
Verification, and Revocation and Termination Policies, all other applicable Terms,
Conditions, Fees, including any limitations of its usage, and definitions of any terms
having specific intention or interpretation. Specific provisions are stated in further
criteria in this section.

Guidance: the intended user community encompasses potential and actual subscribers,
subjects and relying parties.

AL2_CO_ NUI#020 Service Definition inclusions

Make available a service definition for the specified service containing clauses that
provide the following information:

a) The country in or legal jurisdiction under which the service is operated;
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b) if different from the above, the legal jurisdiction under which subscriber and
any relying party agreements are entered into;

C) applicable legislation with which the service complies;

d) obligations incumbent upon the CSP;

e) obligations incumbent upon the subscriber;

f) notifications and guidance for relying parties, especially in respect of actions
they are expected to take should they choose to rely upon the service;

9) statement of warranties;

h) statement of liabilities towards both Subjects and Relying Parties;

i) procedures for notification of changes to terms and conditions;
j) steps the CSP will take in the event that it chooses or is obliged to terminate
the service;

k) availability of the specified service per se and of its help desk facility.

AL2 CO_NUI#030 Due notification

Have in place and follow appropriate policy and procedures to ensure that it notifies
subscribers and subjects in a timely and reliable fashion of any changes to the service
definition and any applicable Terms, Conditions, Fees, and Privacy Policy for the
specified service and provides a clear means by which subscribers and subjects must
indicate that they wish to accept the new terms or terminate their subscription.

AL2 _CO_NUI#040 Subscriber Agreement
Require subscribers and subjects to:

a)  sign a user agreement accepting the terms of service prior to initiating service;

b) at periodic intervals, determined by significant service provision events (e.g.
issuance, re-issuance, renewal) and otherwise at least once every 5 years, re-
affirm their understanding and observance of the terms of service;

c) always provide full and correct responses to requests for information.

AL2_CO_NUI#050 Record of Subscriber Information

Obtain a record (hard-copy or electronic) of the subscriber's and subject’s agreement to
the terms and conditions of service, prior to initiating the service and thereafter at
periodic intervals, determined by significant service provision events (e.g. re-issuance,
renewal) and otherwise at least once every 5 years.

AL2_CO_NUI#060 Withdrawn
Withdrawn.
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AL2_CO_NUI#070 Change of Subscriber Information

Require and provide the mechanisms for subscribers and subjects to provide in a
timely manner full and correct amendments should any of their recorded
information change, as required under the terms of their use of the service, and only
after the subscriber's and/or subject’s identity has been authenticated.

AL2_CO_NUI#080 Withdrawn
Withdrawn.

3.5.2.3 Information Security Management

These criteria address the way in which the enterprise manages the security of its
business, the specified service, and information it holds relating to its user community.
This section focuses on the key components that comprise a well-established and
effective Information Security Management System (ISMS), or other IT security
management methodology recognized by a government or professional body.

An enterprise and its specified service must:

AL2_ CO_ISM#010 Documented policies and procedures

Have documented all security-relevant administrative, management, and technical
policies and procedures. The enterprise must ensure that these are based upon
recognized standards, published references or organizational guidelines, are
adequate for the specified service, and are implemented in the manner intended.

AL2_CO_ISM#020 Policy Management and Responsibility

Have a clearly defined managerial role, at a senior level, in which full responsibility
for the business’s security policies is vested and from which review, approval and
promulgation of policy and related procedures is applied and managed. The latest
approved versions of these policies must be applied all times.

AL2_CO_ISM#030 Risk Management

Demonstrate a risk management methodology that adequately identifies and
mitigates risks related to the specified service and its user community.

AL2_CO_ISM#040 Continuity of Operations Plan

Have and shall keep updated a Continuity of Operations Plan that covers disaster
recovery and the resilience of the specified service.
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AL2_CO_ISM#050 Configuration Management

Demonstrate that there is in place a configuration management system that at least
includes:

a) version control for software system components;
b) timely identification and installation of all organizationally-approved patches
for any software used in the provisioning of the specified service.

AL2_CO_ISM#060 Quality Management

Demonstrate that there is in place a quality management system that is appropriate
for the specified service.

AL2 CO_ISM#070 System Installation and Operation Controls

Apply controls during system development, procurement installation, and operation
that protect the security and integrity of the system environment, hardware,
software, and communications.

AL2_CO_ISM#080 Internal Service Audit

Be audited at least once every 12 months for effective provision of the specified
service by independent internal audit functions of the enterprise responsible for the
specified service, unless it can show that by reason of its organizational size or due to
other operational restrictions it is unreasonable to be so audited.

AL2 CO_ISM#090 Independent Audit

Be audited by an independent auditor at least every 24 months to ensure the
organization’s security-related practices are consistent with the policies and
procedures for the specified service and the applicable SAC.

Guidance: The appointed auditor should have appropriate accreditation or other
acceptable experience and qualification, comparable to that required of Liberty-
Accredited Assessors. It is expected that it will be cost-effective for the organization to
use the same Liberty-Accredited Assessor for the purposes of fulfilling this criterion as
they do for the maintenance of their grant of Liberty-Recognition.

AL2_CO_ISM#100 Audit Records

Retain records of all audits, both internal and independent, for a period which, as a
minimum, fulfills its legal obligations and otherwise for greater periods either as it

may have committed to in its service definition or required by any other obligations
it has with/to a subscriber, and which in any event is not less than 36 months. Such
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records must be held securely and be protected against unauthorized access, loss,
alteration, public disclosure, or unapproved destruction.

AL2_CO_ISM#110 Termination provisions

Define the practices in place for the protection of subscribers’ private and secret
information related to their use of the service which must ensure the ongoing secure
preservation and protection of legally required records and for the secure
destruction and disposal of any such information whose retention is no longer legally
required. Specific details of these practices must be made available.

3.5.2.4  Security-relevant Event (Audit) Records

These criteria apply to the need to provide an auditable log of all events that are pertinent
to the correct and secure operation of the service.

An enterprise and its specified service must:

AL2_CO_SER#010 Security event logging

Maintain a log of all relevant security events concerning the operation of the service,
together with an accurate record of the time at which the event occurred (time-
stamp) , and retain such records with appropriate protection and controls to ensure
successful retrieval, accounting for service definition, risk management
requirements, applicable legislation and organizational policy.

Guidance: it is sufficient that the accuracy of the time source is based upon an internal
computer/system clock synchronized to an internet time source. The time source need
not be authenticatable.

3.5.2.5 Operational infrastructure

These criteria apply to the infrastructure within which the delivery of the specified
service takes place. These criteria emphasize the personnel involved and their selection,
training, and duties.

An enterprise and its specified service must:

AL2 _CO_OPN#010 Technical security

Demonstrate that the technical controls employed will provide the level of security
protection required by the risk assessment and the ISMS, or other IT security
management methods recognized by a government or professional body, and that
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these controls are effectively integrated with the applicable procedural and physical
security measures.

Guidance: appropriate technical controls, suited to this Assurance Level, should be
selected from [NIST800-63] or its equivalent, as established by a recognized national
technical authority.

AL2_CO_OPN#020 Defined security roles

Define, by means of a job description, the roles and responsibilities for each service-
related security-relevant task, relating it to specific procedures, (which shall be set
out in the ISMS, or other IT security management methodology recognized by a
government or professional body) and other service-related job descriptions. Where
the role is security-critical or where special privileges or shared duties exist, these
must be specifically identified as such, including the applicable access privileges
relating to logical and physical parts of the service's operations.

AL2_CO_OPN#030 Personnel recruitment

Demonstrate that it has defined practices for the selection, evaluation, and
contracting of all service-related personnel, both direct employees and those whose
services are provided by third parties.

AL2_CO_OPN#040 Personnel skills

Ensure that employees are sufficiently trained, qualified, experienced, and current
for the roles they fulfill. Such measures must be accomplished either by recruitment
practices or through a specific training program. Where employees are undergoing
on-the-job training, they must only do so under the guidance of a mentor possessing
the defined service experiences for the training being provided.

AL2_CO_OPN#050 Adequacy of Personnel resources

Have sufficient staff to adequately operate and resource the specified service
according to its policies and procedures.

AL2_CO_OPN#060 Physical access control
Apply physical access control mechanisms to ensure that:
a) access to sensitive areas is restricted to authorized personnel;

b) all removable media and paper documents containing sensitive information
as plain-text are stored in secure containers;
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Require a minimum of two person physical access control when accessing any
cryptographic modules.

AL2_CO_OPN#070 Logical access control

Employ logical access control mechanisms that ensure access to sensitive system
functions and controls is restricted to authorized personnel.

3.5.2.6 External Services and Components

These criteria apply to the relationships and obligations upon contracted parties both to
apply the policies and procedures of the enterprise and also to be available for assessment
as critical parts of the overall service provision.

An enterprise and its specified service must:

AL2_CO_ESC#010 Contracted policies and procedures

Where the enterprise uses external suppliers for specific packaged components of
the service or for resources that are integrated with its own operations and under its
control, ensure that those parties are engaged through reliable and appropriate
contractual arrangements which stipulate which critical policies, procedures, and
practices subcontractors are required to fulfill.

AL2_CO_ESC#020 Visibility of contracted parties

Where the enterprise uses external suppliers for specific packaged components of
the service or for resources that are integrated with its own operations and under its
control, ensure that the suppliers' compliance with contractually-stipulated policies
and procedures, and thus with IAF service assessment criteria, can be independently
verified, and subsequently monitored if necessary.

3.5.2.7 Secure Communications
An enterprise and its specified service must:

AL2 CO_SCO#010 Secure remote communications

If the specific service components are located remotely from and communicate over
a public or unsecured network with other service components or other CSPs which
it services, the communications must be cryptographically authenticated, including
long-term and session tokens, by an authentication method that meets, at a
minimum, the requirements of AL2 and encrypted using a [EIPS140-2] Level 1-
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compliant encryption method or equivalent, as established by a recognized national
technical authority.

AL2_CO_SCO#015 Verification / Authentication confirmation messages

Ensure that any verification or confirmation of authentication messages, which
asserts either that a weakly bound credential is valid or that a strongly bound
credential has not been subsequently revoked, is logically bound to the credential
and that the message, the logical binding, and the credential are all transmitted
within a single integrity-protected session between the service and the Verifier /
Relying Party.

AL2 _CO_SCO#016 Verification of Revoked Credential

When a verification / authentication request results in notification of a revoked
credential one of the following measures shall be taken:

a) the confirmation message shall be time-stamped, or;

b) the session keys shall expire with an expiration time no longer than that of
the applicable revocation list, or;

C) the time-stamped message, binding, and credential shall all be signed by the
service.

AL2_CO_SCO#020 Limited access to shared secrets
Ensure that:

a) access to shared secrets shall be subject to discretionary controls that only permit
access by those roles/applications requiring such access;

b) stored shared secrets are not held in their plaintext form unless given adequate
physical or logical protection;

C) any long-term (i.e., not session) shared secrets are revealed only to the
subscriber or to CSP's direct agents (bearing in mind item “a” in this list).

These roles should be defined and documented by the CSP in accordance with
AL2_CO_OPN#020, above.

AL2 CO_SCO#030 Logical protection of shared secrets
Ensure that one of the alternative methods (below) is used to protect shared secrets:

a) concatenation of the password to a salt and/or username which is then hashed
with an Approved algorithm such that the computations used to conduct a
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dictionary or exhaustion attack on a stolen password file are not useful to
attack other similar password files, or;

b) encryption using an Approved algorithm and modes, and the shared secret
decrypted only when immediately required for authentication, or;

c) any secure method allowed to protect shared secrets at Level 3 or 4.
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3.5.3 Assurance Level 3

Achieving AL3 requires meeting more stringent criteria in addition to all criteria required
to achieve AL2.

3.5.3.1 Enterprise and Service Maturity

Criteria in this section address the establishment of the enterprise offering the service and
its basic standing as a legal and operational business entity.

An enterprise and its specified service must:

AL3 _CO_ESM#010 Established enterprise

Be a valid legal entity and a person with legal authority to commit the organization must
submit the signed assessment package.

AL3_CO_ESM#020 Established service

Be fully operational in all areas described in the assessment package submitted for
assessment .

AL3_CO_ESM#030 Legal & Contractual compliance

Demonstrate that it understands and complies with any legal requirements incumbent on
it in connection with operation and delivery of the specified service, accounting for all
jurisdictions within which its services may be offered. Any specific contractual
requirements shall also be identified.

Guidance: Liberty will not recognize a service which is not fully released for the
provision of services to its intended user/client community. Systems, or parts thereof,
which are not fully proven and released shall not be considered in an assessment and
therefore should not be included within the scope of the assessment package. Parts of
systems still under development, or even still being planned, are therefore ineligible for
inclusion within the scope of assessment.

AL3_CO_ESM#040 Financial Provisions

Provide documentation of financial resources that allow for the continued operation of the
service and demonstrate appropriate liability processes and procedures that satisfy the
degree of liability exposure being carried.

Guidance: The organization must show that it has a budgetary provision to operate the
service for at least a twelve-month period, with a clear review of the budgetary planning
within that period so as to keep the budgetary provisions extended. It must also show
how it has determined the degree of liability protection required, in view of its exposure
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per ‘service’ and the number of users it has. This criterion helps ensure that Liberty does
not grant Recognition to services not likely to be sustainable over at least this minimum
period.

AL3 _CO_ESM#050 Data Retention and Protection

Specifically set out and demonstrate that it understands and complies with those legal and
regulatory requirements incumbent upon it concerning the retention and destruction of
private and identifiable information (personal and business) (i.e. its secure storage and
protection against loss, accidental public exposure and/or improper destruction) and the
protection of private information (against unlawful or unauthorized access, excepting that
permitted by the information owner or required by due process).

AL3 _CO_ESM#060 Ownership

If the enterprise named as the CSP is a part of a larger entity, the nature of the
relationship with its parent organization shall be disclosed to the assessors and, on
their request, to customers.

AL3 _CO_ESM#070 Independent management and operations

Demonstrate that, for the purposes of providing the specified service, its
management and operational structures are distinct, autonomous, have discrete
legal accountability, and operate according to separate policies, procedures, and
controls.

3.5.3.2 Notices and User Information

Criteria in this section address the publication of information describing the service and
the manner of and any limitations upon its provision, and how users are required to accept
those terms.

An enterprise and its specified service must:

AL3_CO_NUI#010 General Service Definition

Make available to the intended user community a service definition which includes, inter
alia, any specific uses or limitations on its use, Privacy, Identity Proofing & Verification
Policy, and Revocation and Termination Policies, all other applicable Terms, Conditions,
Fees, including any limitations of its usage and definitions of any terms having specific
intention or interpretation. Specific provisions are stated in further criteria in this section.

Guidance: the intended user community encompasses potential and actual subscribers,
subjects and relying parties.
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AL3_CO_NUI#020 Service Definition inclusions

Make available a service definition for the specified service containing clauses that
provide the following information:

a) the country in or the legal jurisdiction under which the service is operated,

b) if different to the above, the legal jurisdiction under which subscriber and any
relying party agreements are entered into;

C) applicable legislation with which the service complies;

d) obligations incumbent upon the CSP;

e) obligations incumbent upon the subscriber;

f) notifications and guidance for relying parties, especially in respect of actions they

are expected to take should they choose to rely upon the service's product;
9) statement of warranties;
h) statement of liabilities towards both Subjects and Relying Parties;

1) procedures for notification of changes to terms and conditions;

)] steps the CSP will take in the event that it chooses or is obliged to terminate the
service;

k) availability of the specified service per se and of its help desk facility.

AL3 CO_NUI#030 Due notification

Have in place and follow appropriate policy and procedures to ensure that it notifies
subscribers and subjects in a timely and reliable fashion of any changes to the service
definition and any applicable Terms, Conditions, Fees, and Privacy Policy for the
specified service and provides a clear means by which subscribers and subjects must
indicate that they wish to accept the new terms or terminate their subscription.

AL3_CO_NUI#040 Subscriber Agreement
Require subscribers and subjects to:

a)  sign a user agreement accepting the terms of service prior to initiating service;

b) at periodic intervals, determined by significant service provision events (e