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Abstract:

Digital Identity has grown separately in IMS and Internet. While the one offers walled garden
services the other is focused on openness and third party integration. However, for future
Telco-business an inter-working of IMS and Internet is needed. A methodology where real
use cases are used shows the benefits for operators, SPs and end-users by bridging these
two worlds. These use cases cover the exposure of IMS authentication to Web services,
exposure of Web federations to IMS networks and exposure of IMS resources to Web 3™
parties. In an IMS domain, for SSO, SAML assertions are conveyed in SIP messages. In a
multi-domain world, the SSO solution is based on a GAA/GBA solution. For attribute sharing,
LAP ID-WSF messages are used. When a Web Service Provider (WSP) exposes user data
being retrieved from the IMS a resolution of the mapping between the SAML identifier and the
IMPU is needed. The working assumption is that the user experience should be seamless
while keeping attention to security and privacy. The main findings and conclusions is that no
new technologies are needed. It is enough for IMS and Digld technologies to complement
each other. The technical details are explained in the annexes.
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1 Introduction

These days its agreed that Identity ManageméltM) is a crucialcomponentin a service
environmentalthough the term identity is perceived differently in different domaiihss is
true especially between thinternetand thetelco domain where fundamental differences
could be identified.In the Internet environment,an identity is usually associated with a
usernamewhile in thetelcodomain an identity iSfor examplean access customer.

Family members sing the same fixed line telephooannottruly be provided with personal
services since thaserssimply cannotbe differentiated. On the other handgers of classic
telco services like voice, fax and SMS do not need to handle and maintain passwasls, sin
they are authenticated by the network. In fwdy alreadyhaveseamless access.

BoththeInternetand thetelcoworld haveevolved their own identity solutions, protocols and
frameworks, because they have growpagately. On the way from the Pladid Telephony
System(POTS)to the Next Generation NetworldNGN) the telcocommunity developed and
standardized the Pl Multimedia Subsystem (IMS) as a framewotk descrile the
implementation ofelcoservices based dhe InternetProtocol (IP). AlthoughIMS sandards
foreseethe development adidvanced identity mechanisntkey still specify a separated and
rather closed world. Therefore, interoperability betwderinternetand IMS is still an issue
and there is a growing need for intgorking. Telcosdevelop Application Programming
Interfaces APIs) to offer their assets to thWebcommunity or tca 3rd party service provider.
Furthermore they implement complex service scenarios containimgrnet and telco
elements

The Liberty AllianceProject TelecommunicationsSpecial Interest GroufLAP Telco SIG)

works towardsbridging those different worlds in order to enable convenient and seamless
service usage whileaintainingsecurity and privacy for the usérhe @apabilities that LAP
federated IdMtecmology add to IMS for authentication and user detahanges hava
positive influence for théelecomoperator.Aided by these capabilities, telco operatcas
manage their current business in a more efficient way. New business opportunities will also
alise that could generate new revenues.

Instead of proposing yet another framework the target of this white paper is to identify the
potental to leverage existing technologies and standaidge main focus is orLiberty
Identity Web Services Framework (NVSF) and Security Assertion Markup Language
(SAML) on the one side an8GPP IP Multimedia Subsystem (IMS) on the other. The
leveraging of other standardsich as OpeniDs out of the scope of this white paper.

In this paper we introduce examples of interking on the crossads of the Internetand

telco domain. Different approachée seamless authentication and service usage as well as
attribute exchange across domains are discussed motivated by business requirements and
illustrated through useases.We briefly introduce the related technical specificaiand
standards and provide the details in a technical annex.

This paper is the first step tie SIG Telco to bundle identity issues that are reletaihe
telecommunication industr

2 Problem Statements

Both IMS andWeb frameworks have to provide authentication and authorization services.
Both frameworksneed to answer quest®h i kVého argiyou?Are you authorized for this?
Where are you ¢ omi ngwhilertreynfust @swelNiesame clashad | e s s
guestionsthe chosen identity models are quite different.
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136 1. Root of identity: IMS's identities are traditionally basedaseachable address (ex:

137 telephone number or sip address) when Mésb applications expect identity to be a

138 pointer o some form of user profile @ LDAP DN, UserID, Customer number).

139 2. Source of identity: IMS's identities are mostly provided by some form of trusted element
140 on the networks (g. mobile SIM UICC card) wiereWeb applications identities are

141 created at seer level, and are mapped to the device through a network session (TCP) or
142 through some form of application sessierg(cookies, sessioiD).

143 3. Connectivity model: IMS devices will rarely connect directly to a given application

144 Typically they passhroughintermediaries (SIP proxy). On the other hand Vitab

145 applications intermediaries are limited to network equipments and are invisible from the
146 application.

147

148 IMS identities were base on the assumption that everything runs inside a well contain and
149 trusted environmentAlternatively, modern Web applications are designed upfront with the
150 assumption thathe Internetcannotbe trusted. In IMSone sticks one ora few IMPU (IP

151 MultimediaPublic Identity) inside a device's SIM catdiICC (Universal Integrated Circuit

152 Card), and then expostthose IMPU to every applicationWhen onthe Internet each

153 application haits own identity for a given user. The direct result is that in IMSel® no

154 A Si n g l-Gn (SSOPg ni .s Howeaver, kcause othee x por t eed i fdpel@d.bBit y O
155 unique TELURI or SIPURIRA strong privacy constrdiis inheritedprevening the leveraging

156 of 3rd parties services.

157 OntheinternetSAML 2/ Li berty sol ved Intbreetagpl®ationgndwe Si gn O
158 havea working model to addss both usability (seamless amskr experience), and privacy

159 handling. Alternatively, IMS andtelcosin generahad a tradition of handling everything in a

160 closed and self contadd circle of trust. Until recentlyMS andtelcos were in a position to

161 largely ignore the external worl@rivacy waswell considered andorotectedas nohing was

162 sent out to external 3rd partiek such a close world providing users with a smooth

163 experience was almost simple. Nevertheless tqumpleagree that leveraging external

164 servicesis afimust have feature. Telcos like many other players of the industry (ex: TV)

165 need to find a way to leverage thisexternal services providers.

166 3 Business perspectives

167 It is obvious that both IMS aneb will continue to ceexist for some time. While full

168 convergence magccurin the long term future, operators need a working solution to leverage
169 both technologiesooner tomake this coexistence seamless to customers. If we look at a
170 global mobile communication world, we can digitlinto two parts:

171 Internal vs. external services(South - North): Internal services are very secure and get a
172  very fine grain visibility on customer profile g presence, gelmcation, pre/post paid), but

173 these servicesretime consumingand expensi to developFurthermore, it is harder each

174 day for operators to impose new services (e.g. instant messaging, social networking) in a
175 walledgarden approach, without taking into account external services and communities.
176 External services on the other Hasre moving atnternetappropriatespeed to respond to

177 customer demandsleverthelessthese external serviceme often not trusdandas a result

178 rarely get access to customers' Telecom internal profile.

179 IMS vs. Web protocols (West - Easi): If we spexd time arguingthe pro/cons of each

180 protocols stack, it is very clear that customers are not interested in which protocol a given
181 service usesTheysimply want a seamless and fully transparent zapping experience from one
182 to the otherMost peopleagree hat Web protocols are besuitedfor user graphical interface

183 and easier to integrate for external service progidaihile IMS, on the other hand, has a

184  smarter method to handle multimedia reale streams and is better degdno interoperate
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with opeator® backbons and thus get better access to customer dynamic wdéleg.
presence).

1T North

3" parties

>

SIP - SAML2

-—————

1 South
Figure 1: Zones of Services

The global picture of mobile communicaties sketched ifigurel is split by two axs and
we get 4 zones of services. In these, the directions:

South -> North: represerst Telecom giving 3 parties servicesccesgo their customers.
While this access nestb be seamless to enders,it is undersbodthat the level ofrust and
control within 3 parties is lower than for internal services imposing strong privacy
protections.

North -> South either a 8 party service leveragelco internal customer information.ge
presence, billing) or external users (rarstomergsaccessing some internal serviceg(a

photo services that your friends/family can see even when they are coming from another
operator).

West-> East IMS is accessing Webservice.
East-> West A Webservice is initiating an IMS service (e.g. stagtia media streaming)

While Web applications operators have an ansteeaddress '3 party services outside of an
operator trusted domaithrough Liberty/SAML 2.0 (SoutkNorth), they have nothingo
address this issuein IMS; additionally, they have no mtions for IMSWeb (WestEas)
interoperability. This paper address® IMS North-South issues by demonstrating how
SAML 2.0 assertionsan be embedded inside SIP protoo@ssagesithout significant
impacton the IMS network. On the WeBast axis iis shownhow to leverage internal IMS
attributes from 3rdVebapplications.
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The capabilities that LAP federated identity management technology adds to IMS for
authentication and user information exchange, as well as for service components interaction
on prdocol layer among the HTTP and SIP services worldgve a positive influence in a
number of operator business areas as follows:

Increased effectiveness in managing their current business:

Network operation simplification; The standardizatioefforts forcreating a simpler
network to manage (alP, allpacket, one converged switch, one converged- user
centric DB) are nicely complemented in the architecture by havingcasgtic access
control functions, such as authentication and authton for all sevices and
network accesses. LAP mechanisms integrated with IMS and core network
technologies provide an effective way of implementing subsedéetric functions
asthey unify the exposure of those to all applications by utilizing widely accepted
and stadard application developers techniques.

0 The operator business case for this is measured mostly in te@peaiting
Expenditure (OPEX) reduction by the ability to centralize operations on
consolidated subscribeentric infrastructure in the network. Qvéme, a
simpler network containing those functions also delivzapital Expenditure
(CAPEX) savings by reducing the number of network nodes necessary to be
deployed as compared to a service silo situation.

Fast Service Launch;A Service Creation Enviranent (SCE) that leveragesostly

on operato@network capabilities and provideptimal service management routines
requires a combination of IMS (mostly SIP technology based) and SDP (mostly
HTTP technology bask capabilities. Additnally, for that SCEto be fully
horizontal across applications and accesses, some common support functions shall be
shared by the SDP and IMS enahlefAsnong those users identity and data
maragement ighe key. The utilization ofLAP mechanisms bridgdMS and HTTP
capabilifes, and alsoenablethe use of common federated user identity management
functions in that service creation environmefttilization of LAP mechanismslso
enables fanatting IMS information intermsof HTTP and offers unified HTTP
based application iagration mechanisms for all services.

The operator business case for $genarias measured mostly in terms of OPEX reduction
average time and effarto integrate a new application and launch a new service.

Enabling new revenue generation and new lessimpportunities:

New business modelspnce a useb #entity, personal and content information is
exchanged through standamkchanismscross thdnternet service delivery value
chainsare opered. This openingenablescreativity for new business modglas
technology issues become less complex and less expensive. Among possible new
business roles, the rolef the Identity Provider (IdPjs crucial tothe retention of
current ownership of your final customeAdditionally, the IdP rolecanserve as

building block towards achieving other roles such as security provider, attribute
provider and/or payment provider. Operators can become brokers limeheetfor

other businesses through exploitation of some of their existing agtletsegard to
Business to Consumer (B2C) Telecom services delivery.

0 The operator business case in this scenario is measured mostly in terms of
new revenues through services commission (brokerage) and has some
strategic impact in terms of customer loyalty and marketed valu#seir
consumeffacing commercial brands
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e Increased service usageenrichingcustomer experience of services and increasing
the ability to be reachabley a critical mass of servicemre ways to increase the
Average Revenuger User (ARPU)Exposing thenetwork useicentric views and
context information to applications the key to achievinghese improvements
Finding the right data model to be exposed to applications through operator network
information bits, and perhaps other actors towolves maxmizing reach ability for
many "raw" data sourcesThis can beachievedthroughdistributedinfrastructurs
inside and outside operator€hoosing the appropriate data modepend on the
business modehat is usedor delivering final user services, @érboth internal and
external federation capabiliies such as those in LAP specifications are key
mechanism$o be able to share that data across infrastructure domains.

0 The operator business case for this is measured mostly in terms of new
revenues for ARB increase, and to some extent in reduction of churn
throughcurrentimprovement of customer services experience.

Personalizatiof End User's Service&nowing the customer by any consumer facing brand
such as the Telecoms operator becomes a key stratetivity, especiallyin saturated
markets. Tailoring applications based on user preferesigmificantly improve theu s er 0 s
experienceand will increase customeoyalty. Context information and user attributes
contribute to personalizing servicgsovided by Business Support SystemBSS. LAP
mechanisms integrated with IMS and other network DBs as well as network nodes containing
dynamic information on usdrehaviorand service rendering enable exposure of aggregated
meaningful data models that can Iasity integrated with many profiling applicatioréhese
mechanismgan be easily addeghdchanged at a low cost &®yused f r i applitdtiond
integrationtechnologies and main stream (low cé8®bservices mechanisms.

The operator business case oaty be measureith 2 ways

e Indirectly in terms of improvements in the evolution of customer loyalty/churr rates
and
e Strategically in terms of improvements in their consumer brand value.

These capabilities being used by operators in turn provide bemefits to endisers and
other service providers as:

End-Users:

e Higher security and privacy protection; The ability to reuse the network
embedded security mechanisms of operators for user interactions with all services
inside the operator realm and a&gdahe Internet increases the level of security
and privacy protection compared to what exists today. As well as enabling end
users to utilize a transaction broker brand like an operator that is trustable and that
can legally be responsible for the segulével involved in the transaction.

e Richer services experienceThe ability to exchange more information across
and combine service capabilities among operators and other service providers will
offer endusers with a larger variety of services as well reber service
experiences across various terminals and access networks, with a common service
look and feel, withpersonalizatiorand having the service delivery adapted and
optimized for the endiser contextual situation in regne.
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Service Providers:

e Focus on core businessThe ability to exchange capabilities in an interoperable
and secure manner opens up value chainspaoeidesmore opportunities for
final service providers to outsource some of these capabilities to new business
mediation actorsSo focus can be on their truly core business processes, therefore
saving costs and getting a more competitive edge through more dedication to their
business differentiation.

e Utilization of richer and wider delivery channels; Networks with enriched
capabiities from operators that become easily accessible to service providers
widen significantly the distribution channel of any service. This is asusers
move more of their daily interactions to the online world and become more and
more mobile and muHierminal in all their services usage. Additionally, some of
those capabilities are quite unigque in terms of information available within a
network operator domain. So, it becomes also a much richer service delivery
channel compared to existing ones and sonahg the service provider to build
additional service differentiation.

4 Use-Cases

This section presents concrete-aases illustrating intewvorking between IMS and Web
worlds as introduced in the previous sectM#hile the first coming usease is mar related
to IMS in mobile operators' context, the next ones apply to both fixed and mobile contexts.

4.1 Exposure of Authentication from IMS to Web

The following usecase illustrates how wseamlessly expose tHBS authenticatiordone
within the operator omain to access a Web application provided by an external party on the
Internet ("SouthWest>North-East" direction as depicted in chap®t This enableghe
provision of aconsistent and efficient user exmace whereser the resources storedand
independent of theurrent type ohetworkconnection

Figure 2: Photo-sharing use-case illustrating Single Sign-On from IMS to Web.
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N

4.

5.

UserA has a IMS voice communication witkJserB.

In the middle of the communicatidsserA is willing to share a photo located on his
Internetphoto service and thus dec&® access to thigternetservice in order to
retrieve that photo.

UserA is seamledyg authenticated to his photo service (notvided by the telco
operator) thanks to the-tese of its IMSauthenticationHe can select the photo to
download to his mobile phone.

UserA shares the downloaded picture witlserB through the IMS content sharing
service.

UserB seedJserA's photo.

Thekey benefitsof this usecase are

A

Both users are provided with a consistent user experience without entering any

credentials.

A

A

Users are able to seamligssitilize resources that not only are outside of IMS (Web
photo serviceput also outside of the opetor's domain (independent thipdrty service
provider).

Operator does not have to discltseusers real IDs to thirgarty. Instead theyrovide

their strongSIM authentication servid®wards originally much weaker security.
The technical details @his usecase are described in sectimi.

4.2 Exposure of Web Federations to IMS Networks

The second usease emphasizes the security and privacy concerns of the telecom operators
when integrating IMS services pided by thirdparties(both "South>North" and "North
>South"directiors mixing IMS and Web domainas depicted in chapt8). In the given case,

the operator does not disclose user's real IDs (ie phone numlbieir-party applications.

IMS

Figure 3: Ads website (provided by a third-party) use-case illustrating consistent user-

1.

experience in both Web and IMS contexts as well as privacy concerns.

UserA wants to sell an item through anline ads website. Before posting his
advertisement, Usek needs to create an account at that site. He can either fill in all
the requested information or opt for a aiek privacy-enabled registration,

leveraging existing partnership between hiscate operator and this thigiarty

website.

UserA chooses the onrelick process and is requested to authenticate with his

telecom operator (acting as an Identity Provider) in order to federate accounts. During
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this process, the telecom operator will pr@vah alias instead of real user IDs (i.e.
phone number). The benefit for users is that the website cannot publish plsene
number as it does get it. The website only relies on aliases provided by the telecom
operator in order to reach users.

3. UserA cannow edit and then post his ned. &epending on his preferences, "click
to call" / "click to contact" buttons are automatically added in order to reach him by
phone, instant messaging or email, this without revealing his real IDs (either fixed or

7

mobilefhone number, email address, ¢é).

Other users can now search and access to this new ad through the ads website.

A. UserB is browsing on this ads site and is interested by-Bsead.

B. In order to get more information, UsBrclicks on the "click to call" butin to initiate
a phone call with UseA.

C. The ads service acts as an intermediary in order to bootstrap the connection between
UserB and UsetA based on the alias.

D. This call is automatically routed to the right device for Usaither fixed or mobile
(thanks to the telecom operator infrastructure) and the telecommunication is
established between Usarand UsesB.

The key benefits of this usmse are:
A Users are provided with a consistent user experience when accessimathird/eb
and IMS services, kile preserving privacy and security aspects.
A The operator does not need to disclose the users' real IDs.
A Users can be identified in a consistent way from both IMS and Web worlds.
The technical details of this usase are described in sectmf.

4.3 Exposure of IMS resources to Web third-parties

This usecase shows howhird-party Web sites can leverage IMS resources (e.g.: presence)
exposed by the telecom operator to offer an enriched expef#meh-East>South-West"
direction as depicted in chapt®r

I I e - -

ard Parties

Telco services g I
packpone '

Operator trusted zone |

Figure 4: Exposure of IMS presence and messaging capabilities to Web third-parties.
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1. UserA browses to his preferred sport neWeb site. He wantsto subscribe to the
new notification service toeceive score updates fgames involving hidavorite
soccer teamTlhe Web site informs him that he can benefit from advanced features in
cooperation with telecom operators: notification messagdys gent based on its
"presence" status and conveyed to whatever device he is connected tiptonggn (
PCé) .

2. UserA chooses taisethese advanced features and is requested to authenticate with
his telecom operator (acting as an Identity Provider) in cml@nable th&Velsite to
gather all required information to activate this feature.

3. UserA gives his consent to enable his preferred sport Wels site to acceshis
IMS presence status and IMS messaging capabilitisstsA can now configure the
sportnotification service and activate it.

Later on, during the soccer garagent

A. The sport news service is notifiefithepresence status user A.

B. Depending on the presence status of user A, the sport news service will send him
messages to inforimm of updated scores

C. The telecom operator routes the message to the right deviddsard is informed
in reattime.

The keybenefitsof this usecase are
A Users and third partié&/ebsitesare able to leverage resources from the IMS in order to
provide advanak features combining presence and messaging capabilities (routing to
the right device).
A Users do not need to discl os eparyWebsites. r e al

The details of this usease are described in sectmd.

5 Technical solutions

This section aims to describe the technical solutions ttairrespondto each usease
presented in the previous sectiofhe objective is to leverageexisting technologies and
standard specifications in bothely (such as Liberty/SAML ones) and IMS world$his
section also aims tshow howexisting technologiesan integrate togetheao provide
solutions to the identified needBhese existing technologies and standard specifications are
referencechereratherthan explained in details order tofocus on the maimter-working
concepts(though technical details can be found in annef@seach of the described
solutiong.

5.1 Solution on Authentication from IMS to Web

SAML 2.0 is the framework of choice for Idégt management and SSO for Whbased
servicesThe @mbinationof SAML 2.0 with the Generic bootstrapping architecture of 3GPP
enablegheleveragng of SIM-based, accepted, strong and mutual authentication Wekhe
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444 Figure 5: Exposure/Re-use of IMS authentication to third-parties in the Internet
445

446 5.1.1 Overview 3GPP GBA

447  The Network Application Function (NAF) constitutes the HTTP or HT-BRASed service that

448 requires 3GPP authentication. The Bootstrapping Service Function (BSE)asttienticator

449 against which the user equipment (UE) has to do 3GPP authentication. The BSF enables the
450 NAF to verify whether a UE was correctly authenticated against the authentication vector
451 located in the Home Subscriber Server (HSS) or Home Locaggister.

452

453  We will briefly describe the bootstrapping procedure in combination with the HTTP Digest
454  authentication option illustrated in Figure 1. Our setupocatesthe IdP and NAF Please

455 note thatother optiois arepossibleespecially the céocation ¢ IdP and BSFFor claritythis

456 exampl e describes the s ol neveitheless ldPhdisdovey oruser 6 s
457 GBA roaming cald be leveraged to address more complex scen&osmore details see

458 annex of this paper or the Technical Specifaratf GBA, Interworking of IBFF and GAA

459 [3GPP TR 33.220, 3GPP TR 33.980], or IdP Discovery [SAML2 Profile].

460

461 SAML partl

462 The UE contacts the SP to gain access to a service. This request contains thase®8A

463 aut henticati on supp:3Bgglg bianod)i.cati on (AUser Agent
464 The UE request is redirected to the IdP. If the UE is not yet authenticated with the IdP, the
465 IdP thenswitchests function. As a NAF it sendsnéHTTP response witl¥01 Unauthorizedl

466  statuscodeto the UE.

467

468 AKA-Part

469 The UE recognizes fro the HTTP 401 response that it is requested to supply-$p&Eific

470 keys. Since it has not yet authenticated against the BSF it initiates the so called ISIM/AKA
471 authentication by sending a request to the BSF including its IMS Private Identity (IMPI).

472

473 The BSF extracts the IMPI and fetches a set of authentication information for that identity
474  from the HSS and sends back a derived user MD5 challenge.

475

12
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476 The UE checks the challenge and calculates the corresponding response by means of the
477  application of the IP Miltimedia Services Identity ModuléSIM) at theUniversal Integrated

478  Circuit Card UICC) and sends them to the BSF.

479

480 The BSF will now compare the response with the expected values and will eventually derive a
481 session key (K&IAF) and store it together wata selfgenerated BSHransaction Identifier

482  (B-TID). It will then send back theBID and a key lifetime parameter to the UE.

483

484 SAML part 2

485 The UE answers with a HTTP GET request containing as a usernameTie ad as a

486 password the Ks_NAF. The UE maxlude further LAP related user data (e.g. public user
487 ID).

488

489 The IdP responds with a SAMhrtifact in the HTTP Response redirect URL. The UE
490 contacts the SP again using this URL and the SAMifact The SP sends a request with the
491 SAML artifactto the tP.

492

493 The IdP can now construct and send the requested assertion. The SP verifies the message and
494  answers with a HTTP Response and the requested content.

495  Further technical details could be found in thechnical Annex A: "GBA & ID FF

496  Interworking".

497 5.2 Sharing the Authentication Context

498 In the above solutigra tight coupling of the GBA client and the Web client is assumed. As an
499 alternative we introduce two solutions for supporting existep client applications. Both

500 mechanisms use the cookie informationcanvey the authentication context from IMS
501 domainwhich is accessed via the GBA ClignotWeb domairaccessed by the browsdihe

502 Dbasic concept is that@BA client providesthe IdP with the cookie information conveying the
503 authentication contextThena Web browserstarts LA IDFF based access to SP upon a
504 successful GBA authentication and redirected to the IdP to retrieve the Authentication
505 Assertion.

506 The first option is to let the Web Client application get the cookie information directly from
507 the GBA Client belonging to the same usd@rhe GBA Client retrieves the cookie information

508 upon a successful GBA authentication and passes it to the Web Client. This option is possible
509 only when a Web Client (browser) exposes sfugtttionality for a plug-in to insert cookie

510 information offline.

511 The second option is to pass the Web Client application a temporal URI under the Identity
512  Provider domain to fetch the cookie information through. This URI is a dedicated URI to a
513 specific successful authentication andyomhlid for a certain period after the successful
514  authenticationThe GBA Client retrieves the URL upon a successful GBA authentication and
515 passes it to the Web Clierthe Web Clientwill then access the URL injectindpe cookie

516 information subsequentlyFurther details are presented in tAechnical Annex B:

517 "Authentication context sharing between GBA and Web Client applications on UES".

518

519 5.3 Solution on IMS authentication to IMS third-parties

520 SAML is a set of protocol specifications that provide, among dttirgs, seamless SSO and

521 attribute exchange in a distributed environment. In particular, once a user has authenticated
522 towards a trusted entity called thdPl the SAML protocols enable thdP and the SPs to

523 exchange information about the user's autkatitin status at thelP in a secure manner and

524 in a way that takes into account the user's privacy. We will discuss now how a SIP/SAML
525 binding could be used to exchange information

13
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5.3.1 Using Federated Identities for Pseudonymity

The Application Server trieotestablish amncomingcall towardsUserA. The Application
Server can be hosted in the same networdsesA. The Application Servecould alsobe

hosted in another IMS network or even outside of an IMS domain. It is assumed that there is
an existing elationship between the uées dnditie Application Server. Ehestablishment

of thisfederationis describedn [SAML2Cord.

Any of these initial stepsnablethe Application Serveto reach the user via a pseudonym,
which could be resolved at the I1dP.

Then the application server is able to initiate a session with this pseudonym as a callee. The
message is routed through the IMS network towards the IdP given in the pseudonym of the
user as indicated ifrigure 6. The IdP is able to resolve the pseudonym used by the
application server into the correspondifgMultimedia Public IdentityIPU) of the user.

In order to provideuserprivacy a new session is initiated by the .IdPhe corresponding
message is routeda the IMS network to the registered UE of the u$ée IdPin addition to

its traditional roleis acting as a baelo-back proxy Alternatively, an additional box could

play this role All replies and the following messages are routed via the IdP, wiiianges

the IMPU of the user and the pseudonym accordifefy[TR 33.980]).

In case the user wants to establish an outgoing call using a pseudonym towards the
application server, the flow is inversed to the one shoviigare6.

/ Telco Core Network \

media
| = ||

& IMS CSCFs /

Figure 6: Incoming Call

5.3.2 Raise the Authentication Assurance and Acquiring Attributes

In the following use case the application server needs a higher level of authentication
assertion from the user, or anther kind of attribute. One example scenario could be that the
user is at home and line authentication has taken place based on the general subscription of
his home.

The application server requires authentication of the specific user and related altribute

In casethe user sends a SIRVITE directly to the IMS application server in step 1, but is
redirected tahe IdP of the user in step 2. This IdP is specified in the initial message of the
user. The redirected message contains a SAML request anddPhesehds back the
corresponding SAML response in step 3 embedded in a SIP message. This flow is illustrated
in Figure 9. A dedicated SAMLSIP binding is created for this purpose. Further details are
discussed in #nTechnical Annex : "SIFFAML Messaging:'
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/ Telco Core Network

IMS CSCFs |

Figure 7: SIP SAML

5.4 Solution on Exposure of IMS Resources to Web 3rd Party

The thirdparty Service Provider (SP) wants to access to IMS resources (e.g. presence)
exposedby the telecom operator through the Liberty-WI5F Framework or a similar
standardin order to offer an enriched service to its users.

From the SP standpoint, this can be seen as standard use of\W8HDramework: the
mapping between HWSF resourceglinked to SAML/ID-WSF user identifiers) and IMS
resources (linked to IMS user identifiers) is fully managed by the telecom operator
infrastructure behind the scene.

- / Telkco Network i

SP

WSP

.

Figure 8: Access to IMS Resources Through ID-WSF

To accesgo the IMS resources managed by an IMS Application Server (AS) and exposed
through IDWSF framework as a Web Service Provider (WSP), the SP accessed by the user
through his browser 1) first needs to establish a federation 2) wittdfheflthe telecom
operator. This can also include all discovery steps by querying the telecom opersi¥@HD
Discovery Service (DS). The SP has then all the required materials to be able to invoke 3) the
operator's AS/WSP. To be able to provide the requested resourcerdeegce status of the
identified user), the AS/WSP needs to map the targeted/HP user resource (identified
through the SAML/IDWSF user identifiers) to the IMS one. Two options can be envisioned
for that: either the AS/WSP already knows the mapping dmtwthe IMS and IBVSF
identifiers from step 0) with information pushed by tHe part of the IMS flows (se@Annex

C ASI P/ SAML)oMtneedsatgsend g mapping resolution request tdfBS 4.

The invocation of the AS/WSP can also includeitapical exchanges to gather user's consent
if needed.
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590 We can also imagine that the materials obtained by the SP at step 2) can be cached in order to
591 later access to the AS/WSP even if the user is not browsing at thetls SP can subscribe

592 at step 3) tochange notifications to always cache-toglate data(see presence and

593 notification usecase in chaptet.3). Further details can be found in tfiechnical Annex D:

594  "Liberty ID-WSF and IMS intexvorking".

505 5.5 Security

596 The proposed solutions leverage SAML2 and 3GPP security models and inherit their
597 capabilities and limitation$SAML2Core,3GPP TR 33.980

508 6 Conclusion

599 The IMS and Digal Identity worlds have grown separately offering two types of services,
600 walled-garden and thirdparty. There is a need to bridge the two worlds. The idea is to do this
601 in such a way that the user experience will be seamless while keeping attention to security and
602 privacy. The assumption is thad fundamental changes are needed, i.etiagisechnologies

603 should be leveraged.

604

605 The business drivers for an operator bridging these worlds are:

606 ¢ Increased effectiveness in managing their current business; and

607 e Enablement of new revenue generation and new business opportunities.

608 Benefits can be saeon various levels, e.g., OPEX, CAPEX, ARPU and new revsitaams.

609 To simplify the user experience, seamless access tophitd services across domains/IMS

610 worlds is looked upon. This would be by offering seamless authentication across the
611 domains/IMB worl ds (SSO) and seamless service usage
612 resources exposed in both worlds (attribute sharing).

613 Through some realistic use cases on how to expose IMS authentication and IMS resources to
614 third-parties technical solutiorage proposed. For SSO, the solutions are based on the idea to
615 convey SAML assertions in SIP messages when the domain is IMS. When the domain is
616 across worlds the proposed solution is based on the 3GPP security architecture GAA/GBA.
617 For attribute sharing ahdard IBWSF message flows are proposed. When an WSP exposes
618 user data retrieved from the IMS, i.e., when the WSP acts as both a WSRMalidemain

619 and as an IMS AS in the IMS domain, a resolution of the mapping between the received
620 SAML federation idetifier and the IMPU is needed.

621 It has been shown thab new technologies ameeededjt is enough to let IMS andigital

622 identity complemeneach other to solve the mentioned problenige aimis to continue and

623 studyhow the IMS andligital identityworlds cancomplemeneach other.
624
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A. Technical Annex A: "GBA & SAML Inter -working"

Telcos are in an ideal position to become the Identity Provider of choice for consumers and
business artners. Firstly, Telcos already have established relationships with millions of end
customers. They administrate identities in the form of customer data sets with e.g. name,
address and accounts. Integrated providers and wireless Telcos already hadelya wi
deployed and established authentication instrument, basically the SIM/UICC card (Subscriber
Identity Module/Universal Integrated Circuit Card) and have thus the basic technical
requirement to be an authentication service provider and identity provider

The Generic Bootstrapping Architecture (GBA) defined within 3GPP includes a solution for
the reuse of authentication in the mobile world, on the ludss$M/UICC. This type of smart
card in mobile 3G devices contains all the required credentialsuastidnalities necessary

for authentication. With GBA it is possible that a user also registers witkhasdd services

via his UICC, which is typically used to sigm to services like mobile telephony.

The reuse of the network authentication for se@bed services is a valuable asset of a Telco

and an important step to converged services. Reuse of network authentication is a convergent
approach that brings the assets of the network into the service layer. It enables an easy and
unhindered use of serviedased on a secure network authentication

This chapter describes the combination of the Generic Bootstrapping Architecture and Liberty
Alliance Identity Framework basemh technicareport [3GPP TR 33.98@ndthe results of a
Project Next Generation Nebrk AAA of Deutsche Telekom Laboratories.

A.1 3GPP GBA

In UMTS Release 6 the 3GPP has started to define the GAA (Generic Authentication
Architecture) as the framework for various peer authentication methods within the NGN
world, in particular for Internebased services (see [3GHPB33.919]). Within the GAA the
Generic Bootstrapping Architecture (GBA) defines the functions that are required to
authenticate a client to a Wislased service using his 3G subscription (see [3GF$3.220]).

A.1.1 Architecture

Figure 9 gives an overview of how the GBA fits into the 3GPP world in comparison to the
IMS environment. It highlights the new functions and interfaces introduced by the GBA.
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JGFF NGN Internet

Application1 § Application2 | Applicationn

Figure 9: Generic Bootstrapping Architecture - Functions and Interfaces

The NetworkApplication Function (NAF) constitutes the HTTP or HT FB&ed service that
requires 3GPP authentication. The NAF may be divided into two parts, the Authentication
Proxy (AP) and the Application Server (AS). In that case the AP is responsible solély for t
authorization of the client, whereas the AS implements the applieggexific functionality

and relies on the authorization of the AP. Dividing the NAF into AP and AS is an interesting
option in a scenario where the AS is operated by a third panic&étrovider.

The Bootstrapping Service Function (BSF) is the authenticator, against which the user
equipment (UE) has to do 3GPP authentication, i.e. the Authentication and Key Agreement
(AKA) protocol using the IMS Subscriber Identity Module (ISIM) (§86PRTS33.102)).

The Zninterface (see [3GRPS29.109]) of the BSF enables the NAF to verify whether a UE
was correctly authenticated against the BSF.

The ISIM/AKA authentication carried out over the,-ldterface (see [3GRIPS24.109])
between the UE anthe BSF is transported over HTTP messages. Thus, the UE has to
implement a HTTFbased ISIM/AKA authentication.

A.2 Advantages of a GBA Framework:

e NGN standarddased / FMC support: GBA is defined by 3GPP/ETEHPAN and
therefore fits perfectly into the NGMNorld. Since it can be deployed over any kind of
access network including DSL, the architecture is also acceptable tdifizezperators.

e Separation of Authentication and Authorization: The concept of separating the
authentication (BSF) from the authation (NAF/AP) can also be found in similar
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architectures like SAML 2.0 / Liberty Alliance (see [SAML2 r€pand IDFF [LA-ID-
FF]) or MS Card Spacdsee [MSCSWeb]). It enables very flexible and scalable
architectures, since the authorization service dm¢sneed to know any authentication
details.

e Improved security through hiding of the user identities: The user identity (here: the IMPI)
is only exchanged between the UE and the authenticating party (BSF), it is not visible to
the NAF/AP.

e Accepted strongrad mutual authentication mechanism: AKA is recognized as a strong
and mutual authentication method with high security ratings and can be used with 2G
(SIM) or 3G (Universal Subscriber Identity Module/USIM or ISIM) authentication
material.

e Separation of atorization and application functionality: The concept of the AP enables
scenarios where the Telco operator can offer authentication/authorization services to third
party service providers (SP) in a way that the authentication complexity is hidden to the
SP.

A.2.1Procedures

The main procedure within the GBA is the bootstrapping procedure which realizes the 3G
authentication via the Ub interface. The bootstrapping procedure is triggered by the NAF via
Ua interface, for which there are different protocols defined:

e HTTP Digest authentication

e HTTPS with authentication of the underlying TLS connection

e PKI portal realizing the enrolment subscriber certificates
We will describe the bootstrapping procedure in combination with the HTTP Digest
authentication option.

Figure 10: GBA - Bootstrapping Procedure

When a GBAenabled UE initially tries to access a Gipfotected service via the NAF or AP,
it i nsert s -gtbhaed sitnrtiAgent fiefeddvighipsgee HTTP header to indicate
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