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1. Introduction38

This document lists errata in the Liberty ID-FF v1.2 specification set. The specification set targeted by this errata39
document is listed in section 2 below. This is not an authoritative document, nor a final version, but a precursor for40
changes that will likely be included in a future revision of the targeted specifications.41

The ID-FF v1.2 protocols, as initially specified, contained certain material errors, collectively referred to aserrata.42
Readers of the Liberty ID-FF v1.2 specification set should note the errata in this document, and incorporate it into43
their reading of the specifications.44

Additionally, implementers of the affected specifications should use the Liberty schemata listed below, in place of45
those affected by the specified errata.46

• Filename: liberty-idff-protocols-schema-1.2-errata-v1.0.xsd47

• Filename: liberty-metadata-1.0-errata-v1.0.xsd48
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2. Abbreviations49

The following abbreviations are used in this document:50

SE- Substantive Errata designator51

EE - Editorial Errata designator52

CR- Change Request number (included for internal reference only).53
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3. Target Specifications54

• [1] Liberty ID-FF Protocols & Schema Specification55
http://www.projectliberty.org/specs/liberty-idff-protocols-schema-v1.2.pdf56

• [2] Liberty ID-FF Bindings & Profiles Specification57
http://www.projectliberty.org/specs/liberty-idff-bindings-profiles-v1.2.pdf58

• [3] Liberty Metadata Description & Discovery Specification59
http://www.projectliberty.org/specs/liberty-metadata-v1.0.pdf60

• [4] Liberty Authentication Context Specification61
http://www.projectliberty.org/specs/liberty-authentication-context-v1.2.pdf62
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4. Editorial Errata63

4.1. [EE1] Default value for NameQualifier attribute64

4.1.1. Summary65

TheNameQualifier attribute, present on name identifiers is most often set to the same provider identifier that is the66
subject of the assertion. An optimization of this scheme would allow theNameQualifier to be omitted in this case.67

4.1.2. Resolution68

1.Change line 534 to read:69
Liberty name identifier elements are directly based on saml:NameIdentifierType. Liberty ID-FF use of SAML-70
defined attributes is as follows - it should be noted that NameQualifier and Format attributes are more specifically71
defined in Liberty messages than in SAML (see [SAMLCore11]) and their omission has specific meaning:72

2.Deleted lines 537-541.73

4.2. [EE2] Default value for Format74

4.2.1. Summary75

TheFormat attribute, present on name identifiers is most often set set to the URNurn:liberty:iff:nameid:federated.76
An optimization of this scheme would allow theFormat to be omitted in this case.77

4.2.2. Resolution78

1.Line 542 of [1] changes to read:79
Format [Optional]80

2.Lines 543, 544 of [1] change to read:81
Indicates the format, semantics, and processing rules associated with the identifier. If this attribute is omitted,82
then the valueurn:liberty:nameid:federatedis assumed. Otherwise, one of these four values MUST be present:83

3. line 574 of [1] changes to read:84
SHOULD be omitted, or else it MUST contain a value ofurn:liberty:iff:nameid:federated(of the formats defined85
in this specification, onlyfederatedname identifiers sometimes require encryption).86

4.3. [EE3] Optionality of IDPProvidedNameIdentifier87

4.3.1. Summary88

4.3.2. Resolution89

1.Line 532,533 of [1] change to read:90
The type SubjectType , extended from saml:SubjectType , is used to include the optional91
<IDPProvidedNameIdentifier> element in subject statements.92
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2.Lines 765-769 of [1] change to read:93
When including a Principal’s federated identity in the response, the<Subject> element MUST include a94
<saml:NameIdentifier> . If the service provider or affiliation group has set its own identifier for the Principal,95
then the<saml:NameIdentifier> MUST be set to that value. The identifier set by the identity provider MUST96
then be included in the<IDPProvidedNameIdentifier> .97

3. line 594 of [1] changes to read:98
<xs:element ref="IDPProvidedNameIdentifier" minOccurs="0"/>99

4.4. [EE4] Incorrect URI references for Authentication Context100

4.4.1. Summary101

In two places, the previous version of Liberty Authentication Context is referenced.102

4.4.2. Resolution103

1.Line 635 of [1] changes to read:104
<saml:AuthenticationStatement> MUST beurn:liberty:ac:2003-08105

2.Line 638 of [1] changes to read:106
urn:liberty:ac:2003-08, the service provider MUST refer to the<AuthnContext> element and ignore the107
saml:AuthenticationMethod attribute.108

4.5. [EE5] Use of the resource URL in RelayState109

4.5.1. Summary110

4.5.2. Resolution111

1. Insert after line 717 of [1]:112
Optionally, a<RelayState> with a value understood by mutual agreement between the identity provider and113
service provider so that the service provider knows how to handle subsequent interactions with the Principal after114
SSO. This MAY be the URL of a resource at the service provider.115
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4.6. [EE6] Use of substitutionGroup AssertionType causes instance116

validation errors when using saml:Advice117

4.6.1. Summary118

The saml:Advice element contains a choice element which can contain a saml:Assertion, or an <any names-119
pace="##other"...>. As the lib:Assertion is defined as a member of the substitutionGroup for saml:Assertion, this120
allows a non-deterministic document instance to be created which will fail validation - if an Advice element con-121
tains a lib:Assertion, then this may match either the saml:Assertion (because of the substitutionGroup) or the <any122
namespace="##other"...>.123

4.6.2. Resolution124

Modify line 521 of [1] to read:125

<xs:element name="Assertion" type="AssertionType"/>126

4.7. [EE7] URL-encoding of the Consent Attribute127

4.7.1. Summary128

The consent attribute was previously added to several messages. However, it was not added to the list of elements129
present in those messages that should be URL-encoded when using the HTTP redirect profiles.130

4.7.2. Resolution131

1. Insert after line 464 of [2]:132
consent="[consent]"133

2.Modify line 489 of [2] (see [EE9] for a further change to this line):134
AuthnContextComparison, RelayState, ProxyCount, consent.135

3.Modify line 494 of [2]:136
&consent=urn:liberty:consent :obtained&ProviderID=http%3A% 2F%2Fsp.example.com%2Fliberty%137
2F&ForceAuthn=true138

4. Insert after line 511 of [2]:139
consent="[consent]"140

5.Modify line 523 of [2] to read:141
NameIdentifier, consent.142

6. Insert after line 531 of [2]:143
consent="[consent]"144

7.Modify line 546 of [2] to read:145
SessionIndex, RelayState, consent.146

Liberty Alliance Project

9



Liberty Alliance Project: Version: 1.0
Liberty ID-FF 1.2 Errata

4.8. [EE8] Cookie encoding147

4.8.1. Summary148

There are some issues of interoperability when working with the Identity Provider Introduction Profile, which uses a149
common-domain cookie.150

4.8.2. Resolution151

1. Insert after line 1904 of [2]:152
The cookie SHOULD be URL-encoded.153
Cookie syntax should be in accordance with[RFC2965]or [NetscapeCookie].154
D1 The cookie MAY be either session or persistent. This choice may be made within an identity federation155
network, but should apply uniformly to all providers in the network (see [4] for more details on cookies).156

2.Delete lines 1905, 1906 of [2]157

4.9. [EE9] URL-encoding the IDPList element158

4.9.1. Summary159

The IDPList element contains a repeating group of elements, which makes it difficult to URL-encode.160

4.9.2. Resolution161

1. Insert after line 481 of [2]:162
163

<lib:IDPList>164
<lib:IDPEntries>[IDPEntries]</lib:IDPEntri es>165
<lib:GetComplete>[GetComplete]</lib:GetComplete>166

</lib:IDPList>167

2.Modify line 489 of [2] to read:168
AuthnContextComparison, RelayState, ProxyCount, IDPEntries, GetComplete, consent.169

3. Insert after line 489 of [2]:170
The<IDPEntries> element may contain multiple<IDPEntry> elements, each of which may contain multiple171
pieces of data (<ProviderID> , <ProviderName> and <Loc> ). The <IDPEntries> element MUST be172
URL-encoded by taking only the<ProviderID> element from each individual<IDPEntry> element, and173
concatenating them in a space-separated string, as in the following example:174
... &IDPEntries=http%3A%2F%2Fidp1.com%2Fliberty%2F%20http%3A %2F%2Fidp2.com%2Fliberty%2F ...175

176
D1 The recipient of such a URL-encoded list of<ProviderID> elements may obtain the remainder of the177
information present in the original<IDPEntry> by accessing metadata for the individual providers referenced in178
the URL-encoded list.179

4.Add references for the following:180
[NetscapeCookie] eds. "Persistent Client State HTTP Cookies," Netscapehttp://wp.netscape.com/newsref/std/cookie_spec.html181

182
[RFC2965] Kristol, D., Montulli, L., eds. (October 2000). "HTTP State Management Mechanism," RFC 2965.,183
Internet Engineering Task Forcehttp://www.ietf.org/rfc/rfc2965.txt[October 2000].184
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4.10. [EE10] Missing Security Considerations185

4.10.1. Summary186

The entire ’Security Considerations’ section was omitted due to editorial error, from the public document187

4.10.2. Resolution188

Insert the following text after line 2028 of [2]:189

4.10.2.1. Security Considerations190

4.10.2.1.1. Introduction191

This section describes security considerations associated with Liberty protocols for identity federation, single sign-on,192
federation termination, and single logout.193

Liberty protocols, schemas, bindings, and profiles inherit and use extensively the SAML protocols. Therefore,194
the security considerations published along with the SAML specification have direct relevance (see [SAMLCore],195
[SAMLBind], and [SAMLSec]). Throughout this section if, for any reason, a specific consideration or countermeasure196
does not apply or differs, notice of this fact is made; and a description of alternatives is supplied, where possible.197

4.10.2.1.2. General Requirements198

4.10.2.1.2.1. Security of SSL and TLS199

SSL and TLS utilize a suite of possible cipher suites. The security of the SSL or TLS session depends on the chosen200
cipher suite. An entity (that is, a user agent, service provider, or identity provider) that terminates an SSL or TLS201
connection needs to offer (or accept) suitable cipher suites during the handshake. The following list of TLS 1.0 cipher202
suites (or their SSL 3.0 equivalent) is recommended.203

• TLS_RSA_WITH_RC4_128_SHA204

• TLS_RSA_WITH_3DES_EDE_CBC_SHA205

• TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA206

The above list is not exhaustive. The recommended cipher suites are among the most commonly used. Note: New207
cipher suites are added as they are standardized and should be considered for inclusion if they have sufficiently strong208
security properties. For example, it is anticipated that the AES-based cipher suites being standardized in the IETF will209
be widely adopted and deployed.210

4.10.2.1.2.2. Security Implementation211

The suitable implementation of security protocols is necessary to maintain the security of a system, including212

• Secure random or pseudo-random number generation213

• Secure storage214

Liberty Alliance Project

11



Liberty Alliance Project: Version: 1.0
Liberty ID-FF 1.2 Errata

4.10.2.1.3. Classification of Threats215

4.10.2.1.3.1. Threat Model216

For an analysis of threat classifications, an Internet threat model has been used. In other words, the threat model217
assumes that intermediary and end-systems participating in Liberty protocol exchanges have not been compromised.218
However, where possible, the consequences and containment properties of a compromised system entity are described219
and countermeasures are suggested to bolster the security posture so that the exposure from a security breach is220
minimized.221

Given the nature of the Internet, the assumption is made that deployment is across the global Internet and, therefore,222
crosses multiple administrative boundaries. Thus, an assumption is also made that the adversary has the capacity to223
engage in both passive and active attacks (see 4.3.3).224

4.10.2.1.3.2. Rogue and Spurious Entities225

Attackers may be classified based on their capabilities and the roles that they play in launching attacks on a Liberty226
system as follows:227

• Rogue Entities: Entities that misuse their privileges. The rogue actors may be Principals, user agents, service228
providers, or identity providers. A rogue Principal is a legitimate participant who attempts to escalate its privileges229
or masquerade as another system Principal. A rogue user agent may, for instance, misuse the relationships between230
its associated Principals and an identity provider to launch certain attacks. Similarly, a rogue service provider may231
be able to exploit the relationship that it has either with a Principal or with an identity provider to launch certain232
attacks.233

• Spurious Entities: Entities that masquerade as a legitimate entity or are completely unknown to the system. The234
spurious actors include Principals, user agents (i.e., user agents without associated legitimate Liberty Principals),235
service providers, or identity providers. A spurious service provider may, for instance, pretend to be a service236
provider that has a legitimate relationship with an identity provider. Similarly, a spurious Principal may be one237
that pretends to be a legitimate Principal that has a relationship with either a service provider or an identity provider.238

4.10.2.1.3.3. Active and Passive Attackers239

Both rogue and spurious entities may launch active or passive attacks on the system. In a passive attack the attacker240
does not inject traffic or modify traffic in any way. Such an attacker usually passively monitors the traffic flow, and the241
information that is obtained in that flow may be used at a later time. An active attacker, on the other hand, is capable242
of modifying existing traffic as well as injecting new traffic into the system.243

4.10.2.1.3.4. Scenarios244

The following scenarios describe possible attacks:245

• Collusion: The secret cooperation between two or more Liberty entities to launch an attack, for example,246
247

• Collusion between Principal and service provider248

• Collusion between Principal and identity provider249

• Collusion between identity provider and service provider250
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• Collusion among two or more Principals251

• Collusion between two or more service providers252

• Collusion between two or more identity providers253

• Denial-of-Service Attacks:The prevention of authorized access to a system resource or the delaying of system254
operations and functions.255

• Man-in-the-Middle Attacks: A form of active wiretapping attack in which the attacker intercepts and selectively256
modifies communicated data to masquerade as one or more of the entities involved in a communication association.257

• Replay Attacks: An attack in which a valid data transmission is maliciously or fraudulently repeated, either by the258
originator or by an adversary who intercepts the data and retransmits it, possibly as part of a masquerade attack.259

• Session Hijacking:A form of active wiretapping in which the attacker seizes control of a previously established260
communication association.261

4.10.2.1.4. Threat Scenarios and Countermeasures262

In this section, threats that may apply to all the Liberty profiles are considered first. Threats that are specific to263
individual profiles are then considered. In each discussion the threat is described as well as the countermeasures that264
exist in the profile or the additional countermeasures that may be implemented to mitigate the threat.265

4.10.2.1.4.1. Common Threats for All Profiles266

Threat: Request messages sent in cleartext267

Description: Most profile protocol exchanges do not mandate that all exchanges commence over a secure communi-268
cation channel. This lack of transport security potentially exposes requests and responses to both passive and active269
attacks.270

One obvious manifestation is when the initial contact is not over a secure transport and the Liberty profile begins to271
exchange messages by carrying the request message back to the user agent in the location header of a redirect.272

Another such manifestation could be a request or response message which carries a URI that may be resolved on a273
subsequent exchange, for instance lib:AuthnContextClassRef. If this URI were to specify a less or insecure transport,274
then the exchange may be vulnerable to the types of attacks described above.275

Countermeasure:Ensure that points of entry to Liberty protocol exchanges utilize the https URL<scheme> and that276
all interactions for that profile consistently exchange messages overhttps .277

Threat: Malicious redirects into identity or service provider targets278

Description: A spurious entity could issue a redirect to a user agent so that the user agent would access a resource279
that disrupts single sign-on. For example, an attacker could redirect the user agent to a logout resource of a service280
provider causing the Principal to be logged out of all existing authentication sessions.281

Countermeasure:Access to resources that produce side effects could be specified with a transient qualifier that must282
correspond to the current authentication session. Alternatively, a confirmation dialog could be interposed that relies283
on a transient qualifier with similar semantics.284

Threat: Relay state tampering or fabrication285

Description: Some of the messages may carry a<lib:RelayState> element, which is recommended to be integrity-286
protected by the producer and optionally confidentiality-protected. If these practices are not followed, an adversary287
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could trigger unwanted side effects. In addition, by not confidentiality-protecting the value of this element, a legitimate288
system entity could inadvertently expose information to the identity provider or a passive attacker.289

Countermeasure: Follow the recommended practice of confidentiality- and integrity-protecting the290
<lib:RelayState> data. Note: Because the value of this element is both produced and consumed by the291
same system entity, symmetric cryptographic primitives could be utilized.292

4.10.2.1.4.2. Single Sign-On and Federation293

4.10.2.1.4.2.1. Common Interactions for All Single Sign-On and Federation Profiles294

Threat: <lib:AuthnRequest> sent over insecure channel295

Description: It is recommended that the initial exchange to access the intersite transfer service be conducted over296
a TLS-secured transport. Not following this recommendation can expose the exchange to both passive and active297
attacks.298

Countermeasure:Deploy the intersite transfer service under an https scheme.299

Threat: Unsigned<lib:AuthnRequest> message300

Description: The signature element of an<lib:AuthnRequest> is optional and thus the absence of the signature301
could pose a threat to the identity provider or even the targeted service provider. For example, a spurious system entity302
could generate an unsigned<lib:AuthnRequest> and redirect the user agent to the identity provider. The identity303
provider must then consume resources.304

Countermeasure: Sign the<lib:AuthnRequest> . The IDP can also verify the identity of the Principal in the305
absence of a signed request.306

Threat: Replay of an authentication assertion307

Description: After obtaining a valid assertion from an identity provider, either legitimately or surreptitiously, the308
entity replays the assertion to the Service at a later time. A digital signature must cover the entire assertion, thus309
elements within the assertion cannot be corrupted without detection during the mandatory verification step. However,310
it is possible to fabricate an<lib:AuthnResponse> with the valid assertion.311

Countermeasure: The issuer should sign<lib:AuthnResponse> messages. Signing binds the312
<samlp:IssueInstant> of the response message to the assertion it contains. This binding accords the rely-313
ing party the opportunity to temporally judge the response. Additionally, a valid signature over the response314
binds the<samlp:InResponseTo> element to the corresponding<lib:AuthnRequest> . (Specifying a short315
period that the authentication assertion can be relied upon will minimize, but not mitigate this threat. Binding the316
<lib:AssertionId> to the request<samlp:InResponseTo> element may also be handy.)317

Threat: Fabricated<lib:AuthnResponse> denial of service318

Description: An attacker captures the<samlp:RequestID> sent in an<lib:AuthnRequest> message by a service319
provider to an identity provider, and sends several spurious<lib:AuthnResponse> messages to the service provider320
with the same<samlp:InResponseTo> . Because the<samlp:InResponseTo> matches a<samlp:RequestID>321
that the service provider had used, the service provider goes through the process of validating the signature in the322
message. Thus, it is subject to a denial of service attack.323

Countermeasure:A secure communication channel should be established before transferring requests and responses.324

Threat: Collusion between two Principals325
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Description: After getting an artifact or<lib:AuthnResponse> in step 6 (see 3.2.1), a legitimate Principal A could326
pass this artifact or<lib:AuthnResponse> on to another Principal, B. Principal B is now able to use the artifact or327
<lib:AuthnResponse> , while the actual authentication happened via Principal A.328

Countermeasure:Implementations where this threat is a concern MUST use the<saml:AuthenticationLocality>329
in the authentication statement. The IP address that Principal B uses would be different from the IP address within the330
<saml:AuthenticationLocality> . This countermeasure may not suffice when the user agent is behind a firewall331
or proxy server. IP spoofing may also circumvent this countermeasure.332

Threat: Stolen artifact and subsequent Principal impersonation333

Description: See Section 4.1.1.9.1 in [SAMLBind]334

Countermeasure: Identity providers MUST enforce a policy of one-time retrieval of the assertion corresponding to335
an artifact so that a stolen artifact can be used only once. Implementations where this threat is a concern MUST use the336
<saml:AuthenticationLocality> in the authentication statement. The IP address of a spurious user agent that at-337
tempts to use the stolen artifact would be different from IP address within the<saml:AuthenticationLocality> .338
The service provider may then be able to detect that the IP addresses differ. This countermeasure may not suffice when339
the user agent is behind a firewall or proxy server. IP address spoofing may also circumvent this countermeasure.340

Threat: Stolen assertion and subsequent Principal impersonation341

Description: See Section 4.1.1.9.1 in [SAMLBind]342

Countermeasure:Refer to the previous threat for requirements.343

Threat: Rogue service provider uses artifact or assertion to impersonate Principal at a different service provider344

Description: Because the<lib:AuthnResponse> contains the<lib:ProviderID> , this threat is not possible.345

Countermeasure:None346

Threat: Rogue identity provider impersonates Principal at a service provider347

Description: Because the Principal trusts the identity provider, it is assumed that the identity provider does not misuse348
the Principal’s trust.349

Countermeasure:None350

Threat: Rogue user attempts to impersonate currently logged-in legitimate Principal and thereby gain access to351
protected resources.352

Description: Once a Principal is successfully logged into an identity provider, subsequent<AuthnRequest>353
messages from different service providers concerning that Principal will not necessarily cause the Principal to be354
reauthenticated. Principals must, however, be authenticated unless the identity provider can determine that an355
<AuthnRequest> is associated not only with the Principal’s identity, but also with a validly authenticated identity356
provider session for that Principal.357

Countermeasure: In implementations where this threat is a concern, identity providers MUST maintain state358
information concerning active sessions, and MUST validate the correspondence between an<AuthnRequest> and359
an active session before issuing an<AuthnResponse> without first authenticating the Principal. Cookies posted by360
identity providers MAY be used to support this validation process, though Liberty does not mandate a cookie-based361
approach.362

4.10.2.1.4.2.2. Liberty-Enabled Client and Proxy Profile363
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Threat: Intercepted<lib:AuthnRequestEnvelope> and<lib:AuthnResponse> and subsequent Principal im-364
personation.365

Description: A spurious system entity can interject itself as a man-in-the-middle (MITM) between the user agent366
(LECP) and a legitimate service provider, where it acts in the service provider role in interactions with the367
LECP, and in the user agent role in interactions with the legitimate service provider. In this way, as a first step,368
the MITM is able to intercept the service provider’s<lib:AuthnRequestEnvelope> (step 3 of section 3.2.5)369
and substitute any URL of its choosing for the<lib:AssertionConsumerServiceURL> value before forward-370
ing the <lib:AuthnRequestEnvelope> on to the LECP. Typically, the MITM will insert a URL value that371
points back to itself. Then, if the LECP subsequently receives a<lib:AuthnResponseEnvelope> from the372
identity provider (step 6 in section 3.2.5) and subsequently sends the contained<lib:AuthnResponse> to the373
<lib:AssertionConsumerServiceURL> received from the MITM, the MITM will be able to masquerade as the374
Principal at the legitimate service provider.375

Countermeasure: The identity provider specifies to the LECP the address to which the LECP376
must send the <lib:AuthnResponse> . The <lib:AssertionConsumerServiceURL> in the377
<lib:AuthnResponseEnvelope> element is for this purpose. This URL value is among the metadata that378
identity and service providers must exchange in the process of establishing their operational relationship (see sections379
3.1 and 3.1.3).380

4.10.2.1.4.2.3. Federation381

Threat: Collusion among service providers can violate privacy of the Principal382

Description: When a group of service providers collude to share the<lib:IDPProvidedNameIdentifier> of a383
Principal, they can track and in general compromise the privacy of the principal. More generally, this threat exists for384
any common data (e.g. phone number) shared by rogue system entities.385

Countermeasure:The<lib:IDPProvidedNameIdentifier> is required to be unique for each identity provider to386
service provider relationship. However, this requirement does not eliminate the threat when there are rogue participants387
under the Principal’s identity federation. The only protection is for Principals to be cautious when they choose service388
providers and understand their privacy policies.389

Threat: Poorly generated name identifiers may compromise privacy390

Description: The federation protocol mandates that the<lib:NameIdentifier> elements be unique within a391
Principal’s federated identities. The name identifiers exchanged are pseudonyms and, to maintain the privacy of392
the Principal, should be resistant to guessing or derivation attacks.393

Countermeasure: Name identifiers should be constructed using pseudo-random values that have no discernable394
correspondence with the Principal’s identifier (or name) used by the entity that generates the name identifier.395

4.10.2.1.4.3. Name Registration396

No known threats.397

4.10.2.1.4.4. Federation Termination: HTTP-Redirect-Based Profile398

Threat: Attacker can monitor and disrupt termination399

Description: During the initial steps, a passive attacker can collect the<lib:FederationTerminationNotification>400
information when it is issued in the redirect. This threat is possible because the first and second steps are not required401
to use https as the URL scheme. An active attacker may be able to intercept and modify the message conveyed in402
step 2 because the digital signature only covers a portion of the message. This initial exchange also exposes the name403
identifier. Exposing these data poses a privacy threat.404
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Countermeasure:All exchanges should be conducted over a secure transport such as SSL or TLS.405

4.10.2.1.4.5. Single Logout: HTTP-Redirect-Based Profile406

Threat: Passive attacker can collect a Principal’s name identifier407

Description: During the initial steps, a passive attacker can collect the<lib:LogoutRequest> information when it408
is issued in the redirect. Exposing these data poses a privacy threat.409

Countermeasure:All exchanges should be conducted over a secure transport such as SSL or TLS.410

Threat: Unsigned<lib:LogoutRequest> message411

Description: An Unsigned<lib:LogoutRequest> could be injected by a spurious system entity thus denying412
service to the Principal. Assuming that the NameIdentifier can be deduced or derived then it is conceivable that the413
user agent could be directed to deliver a fabricated<lib:LogoutRequest> message.414

Countermeasure:Sign the<lib:LogoutRequest> message. The identity provider can also verify the identity of a415
Principal in the absence of a signed request.416

4.10.2.1.4.6. Identity Provider Introduction417

No known threats.418

4.11. [EE11] AuthenticatingAuthority maxOccurs419

4.11.1. Summary420

The AuthenticatingAuthority element should have maxOccurs="unbounded" in the AuthenticationContextStatement-421
Type.422

4.11.2. Resolution423

1. line 670 of [4] changes to read:424
<xs:element ref="AuthenticatingAuthority" minOccurs="0" maxOccurs="unbounded"/>425

4.12. [EE12] Specifying SAML Version426

4.12.1. Summary427

The version of SAML is ambiguous in several instances.428

4.12.2. Resolution429

1. line 59 of [1] changes to read:430
The prefix saml: stands for the SAML 1.1 assertion namespace (urn:oasis:names:tc:SAML:1.0:assertion).431

2. line 60 of [1] changes to read:432
The prefix samlp: stands for the SAML 1.1 protocol namespace (urn:oasis:names:tc:SAML:1.0:protocol).433
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3. line 160 to 163 of [1] changes to read:434
Most protocol messages and assertions used in the protocols defined in this specification are defined in the Liberty435
ID-FF namespace, and are therefore assigned the 1.2 version designation. A notable exception is when the SSO436
artifact profile is used, in which case pure SAML 1.1 Request and Response, elements are exchanged when437
dereferencing the artifact. These messages have a 1.1 version designation because they are SAML 1.1 protocol438
messages. In contrast, the Assertion element inside the message is a Liberty assertion and therefore carries the439
1.2 designation.440

4. line 168 of [1] changes to read:441
If the element or its type is in a SAML 1.1 namespace (urn:oasis:names:tc:SAML:1.0:assertion or442
urn:oasis:names:tc:SAML:1.0:protocol), then the values MUST be 1 and 1 respectively.443

4.13. [EE13] Additional Values for Consent Attribute444

4.13.1. Summary445

Additional values for the Consent Attribute need to be added.446

4.13.2. Resolution447

1. line 252 of [1] changes to read:448
The following values are defined for this attribute:449

2. lines appended after 252 of [1] to read:450
* urn:liberty:consent:obtained:prior indicates that a user’s consent has been obtained by the sender of the message451
at some point prior to this action. If the message sender uses this value, they SHOULD sign the message such452
that the signature covers this attribute.453
* urn:liberty:consent:obtained:current:implicit indicates that a user’s consent has been implicitly obtained by the454
sender of the message during this action as part of a broader indication of consent. If the message sender uses this455
value, they SHOULD sign the message such that the signature covers this attribute. Implicit consent is typically456
more proximal to the action in time and presentation than prior consent, such as part of a session of activities.457
D1 * urn:liberty:consent:obtained:current:explicit indicates that a user’s consent has been explicitly obtained by458
the sender of the message during this action. If the message sender uses this value, they SHOULD sign the459
message such that the signature covers this attribute.460

4.14. [EE14] Incorrect section reference461

4.14.1. Summary462

Incorrect section reference in [1].463

4.14.2. Resolution464

1. line 884-885 of [1] changes to read:465
Specify whether the <AuthnRequest> element sent from the service provider to the identity provider via the466
intermediary is wrapped in an <AuthnRequestEnvelope>. See Section 3.2.3.467

2. line 886-887 of [1] changes to read:468
Specify whether the <AuthnResponse> element sent from the identity provider to the service provider via the469
intermediary is wrapped in an <AuthnResponseEnvelope>. See Section 3.2.4.470
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4.15. [EE15] Added Maximum as allowed AuthnContextComparison471

4.15.1. Summary472

Need to allow an SP to specify a maximum authentication context, in addition to equal, minimum, or better.473

4.15.2. Resolution474

1. line 346 of [1] changes to read:475
If set to "exact", then the identity provider is asked to match at least one of the specified <AuthnContext> elements476
exactly. This can also be set to "minimum", which asks that the identity provider use a context that he feels is477
at least as good as any specified in the <AuthnContext> or "better", which means that they can use any context478
better than any that were supplied, or "maximum", which means to use a context that is at most as strong as any479
specified. If not specified, this is assumed to be "exact".480

2. Insert after line 802 of [1]:481
If <AuthnContextComparison> is specified and set to maximum, then the resulting authentication statement in482
the assertion (if any) MUST be as strong as possible (as deemed by the identity provider) without exceeding the483
strength of at least one of the authentication contexts specified.484

4.16. [EE16] Incorrect indication of ID-FF version 1.2 support in LECP485

profile486

4.16.1. Summary487

The URI that implementers of the LECP profile use to indicate version 1.2 message support is incorrect, and488
inconsistent with other indications of ID-FF version 1.2 support.489

4.16.2. Resolution490

Line 1031 of [2] should read:491

with the URIurn:liberty:iff:2003-08 if it supports version 1.2 requests and knows that the identity providers492

4.17. [EE17] Deprecated SAML 1.0 artifact URN used.493

4.17.1. Summary494

The SAML 1.1 deprecated URN urn:oasis:names:tc:SAML:1.0:cm:artifact-01 was used instead of495
urn:oasis:names:tc:SAML:1.0:cm:artifact.496

4.17.2. Resolution497

Line 275 of [3] should read:498

499
urn:oasis:names:tc:SAML:1.0:cm:artifact500

501
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5. Substantive Errata502

5.1. [SE1] Single Logout Inconsistencies503

5.1.1. Summary504

There are a number of issues related to the concept of session, and the ability for a service provider to properly handle505
a single logout request.506

5.1.2. Resolution507

1.Modify lines 472-475 of [1] to read:508
Identity providers MUST include aSessionIndex attribute in resulting authentication statements, which is509
used to aid the identity provider in managing multiple sessions with the Principal. Subsequent messages from the510
service provider to the identity provider that are session-dependent MUST include thisSessionIndex attribute.511

2.Modify line 627 of [1] to read:512
SessionIndex [Required]513

3.Modify line 650 of [1] to read:514
<xs:attribute name="SessionIndex" type="xs:string" use="required"/>515

4. lines appended after 1313 of [1] to read:516
The Principal may have established authenticated sessions both with the identity provider, and individual service517
providers, based on authentication assertions supplied by the identity provider.518

5. line 1314-1315 of [1] changes to read:519
When the Principal invokes the single logout process at a service provider, the service provider MUST send a520
<LogoutRequest> message to the identity provider that provided the authentication service related to that session521
at the service provider.522

6. line 1316-1319 of [1] changes to read:523
When either the Principal invokes a logout at the identity provider or a service provider sends a logout request to524
the identity provider specifying that Principal, the identity provider MUST send a <LogoutRequest> message to525
each service provider to which it provided authentication assertions under its current session with the Principal,526
with the exception of the service provider that sent the <LogoutRequest> message to the identity provider.527

7. lines appended after 1319 of [1] to read:528
The following rules apply to identity providers involved in authentication proxying:529

8. line 1327-1330 of [1] changes to read:530
The <LogoutRequest> message indicates to the message receiver that a Principal’s session was terminated. The531
message includes an optional SessionIndex element that MUST be specified if and only if the authentication532
statement in the assertion that the service provider used in establishing the session with the Principal. This533
message SHOULD be signed.534

9. Insert after line 1353 of [1]:535
NotOnOrAfter [Optional]536
This attribute is used to specify the time instant at which the recipient may expire a logout request from the537
sender. The sender MAY set this value equal to theNotOnOrAfter attribute of a previously-supplied assertion,538
if one was specified.539

10.Modify line 1363 of [1] to read:540
<xs:element name="SessionIndex" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>541

Liberty Alliance Project

20



Liberty Alliance Project: Version: 1.0
Liberty ID-FF 1.2 Errata

11.Insert after line 1366 of [1]:542
<xs:attribute name="NotOnOrAfter" type="xs:dateTime" minOccurs="0"/>543

12.line 1431 of [1] changes to read:544
Terminate the Principal’s current session as specified by the <saml:NameIdentifier> element, and any <SessionIn-545
dex> present in the logout request message.546

13.Insert after line 1431 of [1]:547
When constructing a logout request message, the identity provider MUST set the value of theNotOnOrAfter548
attribute of the message to a time value, indicating an expiration time for the message. See ??? for more details.549

14.Modify lines 1438-1441 of [1] to read:550
When the service provider receives the<LogoutRequest> message, the service provider MUST validate the551
identity provider’s signature contained in the<ds:Signature> element. If the signature is that of the identity552
provider that provided the authentication for the Principal’s current session, the service provider MUST invalidate553
the Principal’s session(s) referred to by the<saml:NameIdentifier> element, and anySessionIndex554
elements supplied in the message.555

15.Insert after line 1441 of [1]:556
The service provider MUST apply the logout request message to any assertion that meets the following conditions,557
even if the assertion arrives after the logout request:558

559

1.TheSessionIndex of the assertion matches one specified in the logout request.560

2.The assertion would otherwise be valid561

3.The logout request has not yet expired (determined by examining theNotOnOrAfter attribute on the message).562

5.2. [SE2] ID-FF 1.2 Backward Compatibility563

5.2.1. Summary564

One problem with this is the change between v1.1 and v1.2 in the usage of the saml:NameIdentifier NameQualifier565
and Format attributes. Imagine an SP that implements both v1.1 and v1.2, that does a RegisterNameIdentifier using566
the v1.1 protocol and includes values for NameQualifier and Format. If the SP (or IDP) subsequently initiates a567
Logout or FedTerm using the v1.2 protocol, the request will have a ProviderID/AffiliationID in the NameQualifier and568
a federation policy value in the Format. The recipient’s attempt to match the NameIdentifier to an existing federation569
would then fail.570

5.2.2. Resolution571

1.Append after 248 of [1]:572
3.1.11.1 Deprecation of ID-FF 1.1 Name Identifier Practices573
Previous ID-FF specifications were not explicit about the use (or lack of use) of the SAML Format and574
NameQualifier XML attributes in Liberty <NameIdentifier> elements. Whereas this specification explicitly575
profiles the use of those attributes in a strict fashion, previous implementations have been found to make use576
of these attributes for their own purposes. Convention has been for implementations to reproduce whatever577
values they received from other implementations.578
D1 This specification deprecates the non-standard use of these attributes and implementations MUST follow579
the rules laid out in this specification in communicating all new identity federations created between version580
1.2 providers. However, 1.2 providers SHOULD maintain interoperability with older providers by honoring581
and reproducing non-standard values for these attributes when communicating with older providers regarding582

Liberty Alliance Project

21



Liberty Alliance Project: Version: 1.0
Liberty ID-FF 1.2 Errata

existing identity federations. But, it is RECOMMENDED that 1.2 implementations provide tools by which583
these older identity federations can be "upgraded" to the behavior outlined in this specification by means of the584
Name Registration Protocol when both parties to a federation support the 1.2 specification (see Section 3.3).585
Finally, when establishing new federated identifiers with 1.1 or earlier providers, 1.2 implementations MUST586
omit the Format and NameQualifier attributes in the 1.1 protocol messages they send. This is possible because all587
such identifiers have federated semantics and do not involve affiliations. Thus, the presence of the format values588
in this specification unambigiously indicates a 1.2 federation and the absence of those values indicates a pre-1.2589
federation in all protocol messages.590

2.Modify lines 455-456 of [1] to read:591
In either case, the Format attribute MUST either be urn:liberty:iff:nameid:federated, or in the case of a non-1.2592
identity federation may contain a non-standard Format value.593

3.Modify lines 542-544 of [1] to read:594
Format [Required Except for Pre-1.2 Federations]595
Indicates the format, semantics, and processing rules associated with the identifier. If this attribute is omitted,596
or if a value other than those listed below is used, then the value urn:liberty:iff:nameid:federated is effectively597
assumed, but no other 1.2 semantics are to be implied, including use of NameQualifier as described below. That598
is, such an identifier is assumed to be a pre-1.2 federated identifier and the NameQualifier attribute, if present at599
all, is to be treated as literal data. Otherwise, for federations established between 1.2 providers, one of these four600
values MUST be present:601

4.Append after line 558 of [1]:602
NameQualifier [Optional]603
Generally used to indicate the unique identifier of the service provider or affiliation group for or by whom the604
name identifier was created. Unless otherwise specified, the service provider’s or affiliation group’s unique605
identifier MUST be placed in this attribute to disambiguate the identifier from any other identity federations the606
principal may have with the identity provider.607
D1 An issuer MAY omit this attribute if the containing element is in the subject of a statement in an assertion608
that contains a single <saml:Audience> equal to the unique identifier of the value that this attribute would have609
had. This typically means that an assertion issued during SSO to a service provider that is not acting as part of610
an affiliation group can omit this attribute. The above interpretation of this attribute applies ONLY if the Format611
attribute contains one of the four values listed above. Otherwise, the identifier MUST be assumed to represent a612
pre-1.2 identity federation and MUST be treated only as literal data.613

5.Modify lines 574-575 of [1] to read:614
MUST contain a value of urn:liberty:iff:nameid:federated (of the formats defined in this specification, only615
federated name identifiers sometimes require encryption), excepting that Pre-1.2 federated identifiers being616
encrypted MAY omit this attribute or use another unspecified value, as described earlier.617

6.Modify lines 585 of [1] to read:618
Nonce [Optional]619

7.Modify lines 586-588 of [1] to read:620
MAY contain a unique pseudorandom value. The probability of two randomly chosen values being identical621
MUST be less than or equal to 2^-128 and SHOULD be less than or equal to 2^-160. Receiving providers MAY622
use this value to prevent unacceptable reuse of the same encrypted identifier.623

8. line 769 of [1] changes to read:624
If a one-time identifier is being used, or if the service provider or affiliation group has not set its own identifier625
for the Principal, then the <saml:NameIdentifier> MUST contain the identifier set by the identity provider for the626
Principal. The <IDPProvidedNameIdentifier> SHOULD be omitted in this case, since it would contain identical627
information.628
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9.Modify lines 1091-1097 of [1] to read:629
During federation, the identity provider generates an opaque value that serves as the initial name identifier that630
both the service provider and the identity provider use in referring to the Principal when communicating with631
each other. This name identifier is termed the <IDPProvidedNameIdentifier>.632
Subsequent to federation, the service provider MAY register a different opaque value with the identity provider.633
This opaque value is termed the <SPProvidedNameIdentifier>. Until the service provider registers a different634
name, the identity provider will use <IDPProvidedNameIdentifier> to refer to the Principal when communicating635
with the service provider.636

10.Append after line 1108 of [1] to read:637
* Only federated identifiers (and by extension pre-1.2 identifiers which are always federated) can be replaced and638
set with this protocol. Encrypted or one-time identifiers MUST NOT be used.639
* The Format attribute in the newly registered identifier element MUST be urn:liberty:iff:nameid:federated. The640
Format attribute in the <OldProvidedNameIdentifier> element MUST either be urn:liberty:iff:nameid:federated,641
or MAY be omitted or set to a non-standard value if a pre-1.2 federation is being updated. This also applies to the642
<SPProvidedNameIdentifier> sent by an IdP or the <IDPProvidedNameIdentifier> sent by an SP if referencing a643
pre-1.2 federation.644
D1 * Similarly, the NameQualifier attribute in the newly registered identifier MUST be the service provider’s645
unique identifier, an affiliation group’s unique identifier, or omitted (implying the service provider’s identifier).646
The other elements either follow the same rules, or if a pre-1.2 federation, MUST be treated as literal data.647

11.Modify lines 1232-1236 of [1] to read:648
In all of the name identifier elements in the request and response messages of this protocol, if the Principal’s649
identity federation is between the identity provider and an affiliation group in which the service provider is a650
member, then the NameQualifier attribute MUST contain the unique identifier of the affiliation group. Otherwise,651
it MUST contain the unique identifier of the service provider. This attribute MUST be used by the providers to652
identify the specific identity federation to be modified. The exception as noted previously is if the old identifier(s)653
represent a pre-1.2 federation being updated with the request.654

12.Modify lines 1306-1309 of [1] to read:655
If the Principal’s identity federation was between the identity provider and an affiliation group in which the service656
provider is a member, then the NameQualifier attribute MUST contain the unique identifier of the affiliation657
group. Otherwise, it MUST contain the unique identifier of the service provider. This attribute MUST be used658
by the providers to identify the specific identity federation being terminated. The exception is a pre-1.2 federated659
identifier, which can be recognized by a missing or non-standard Format attribute.660

13.Modify lines 1418-1421 of [1] to read:661
If the Principal’s identity federation is between the identity provider and an affiliation group in which the service662
provider is a member, then the NameQualifier attribute MUST contain the unique identifier of the affiliation663
group. Otherwise, it MUST contain the unique identifier of the service provider. This attribute MUST be used664
by the providers to identify the specific identity federation of the Principal who is logging out. The exception is665
a pre-1.2 federated identifier, which can be recognized by a missing or non-standard Format attribute.666

14.Modify line 1497 of [1] to read:667
The responding provider MUST return a <NameIdentifierMappingResponse> message if the signature is valid.668

5.3. [SE3] RNI Protocol Changes669

5.3.1. Summary670

Need to clarify the defaults for NameIdentifier, and change existing specifications to match the RNI protocol.671

5.3.2. Resolution672
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1.Modify line 1122 of [1] to read:673
For an IdP-initiated request, the new name identifier the service provider should use when communicating with674
the identity provider. For an SP-initiated request, the original name identifier established by the IdP for the SP to675
use when communicatng with it.676

2.Modify lines 1123-1124 of [1] to read:677
SPProvidedNameIdentifier [Optional]678
For an SP-initiated request, this is required, and is the new name identifier the identity provider should use when679
communicating to the service provider. For an IdP- initiated request, this is the name identifier established by the680
SP for the IdP to use when communicating with it, or if none exists, MUST be omitted.681

3.Modify lines 1126-1130 of [1] to read:682
In the case of either provider choosing to request a change of provided name identifiers, this element holds the683
previous version set by that provider. For a service provider making their first name change following federation,684
the <OldProvidedNameIdentifier> will contain the current <IDPProvidedNameIdentifier>.685

4.Modify lines 1222-1225 of [1] to read:686
If the request includes an <IDPProvidedNameIdentifier> for which no federation exists between the service687
provider and the identity provider, the identity provider MUST respond with a <samlp:Status> element containing688
a second-level <samlp:StatusCode> of lib:FederationDoesNotExist. Otherwise, the identity provider MUST use689
<SPProvidedNameIdentifier> when subsequently communicating to the service provider regarding this Principal.690

5.4. [SE4] Metadata changes691

5.4.1. Summary692

Updates needed for the Metadata specification.693

5.4.2. Resolution694

1.Modify lines 86-88 of [3] to read:695
As a single instance document describing an affiliation (a set of entities) collectively identified as providerID696
(located with the EntityDescriptor parent), which in turn enumerates each entity member by it’s own providerID697
and maintained by an entity referenced by its affiliationOwnerID. Each member’s metadata is then located by the698
methods provided in this specification.699

2.Modify lines 358-363 of [3] to read:700
protocolSupportEnumeration [Required]701
Describes the protocol release supported by the entity described by providerID. NMTOKENS type allows the702
enumeration of a set of Liberty ID-FF protocol releases which the interfaces described within MUST support.703
The datatype of the tokens MUST be URNs (presently http://projectliberty.org/schemas/core/2002/12 for release704
ID-FF 1.1 and urn:liberty:iff:2003-08 for release ID-FF 1.2). Subsequent releases of ID-FF shall express protocol705
support using the defined nameSpace attribute of the corresponding ID-FF schema.706

3.Appended after line 400 of [3]:707
NameIdentifierMappingProtocolProfile [Optional, 0-many] of type anyURI, which indicates the profile of the708
NameIdentifierMapping protocol supported by the Provider.709

4.Modify lines 403-404 of [3] to read:710
NameIdentifierMappingEncryptionProfile [optional, 0-many] of type anyURI, which indicates the encryption711
profiles supported by the Provider.712

Liberty Alliance Project

24



Liberty Alliance Project: Version: 1.0
Liberty ID-FF 1.2 Errata

5.Modify lines 434-436 of [3] to read:713
name="NameIdentifierMappingProtocolProfile" type="xs:anyURI"/>714
<xs:element minOccurs="0" maxOccurs="unbounded" name="NameIdentifierMappingEncryptionProfile"715
type="xs:anyURI "/>716

6.Append after line 497 of [3]:717
IDFFSOAPAuthnProtocolProfile [Optional, 0-many] of type anyURI describes the profile of this protocol718
supported the identity provider as defined in [LibertyAuthn].719

7.Modify lines 507-508 of [3] to read:720
<xs:element maxOccurs="unbounded" minOccurs="0" name="IntroductionNotificationProtocolProfile"721
type="xs:anyURI"/>722
<xs:elementname="IDFFSOAPAuthnProtocolProfile" type="xs:anyURI" minOccurs ="0" maxOc-723
curs="unbounded"/>724

8.Modify line 583-589 of [3] to read:725
The AffiliationDescriptor element describes a group of entities, identified collectively by providerID (located726
within EntityDescriptor), as an enumeration of providerID’s. The uniqueness constraints for providerID also727
apply for providerID in this context, such that it MUST be unique across all Liberty entities with which the728
affiliation expects to interact, including other affiliations and providers. Therefore, it MUST NOT be the729
providerID of any of the members of the affiliation, and SHOULD be unique across the set of providerID’s with730
which the affiliation expects to interact. It is the responsibility of the entity represented by affiliationOwnerID to731
administer this identifier, and thus, its members and uniqueness.732

9.Deleted lines 591-592 of [3]:733

10.Deleted line 617 of [3]:734
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