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1. Introduction

Provisioning, in this context, refers to the distribution, installation and maintenance (update/delete) of some functional
module (perhaps a TM) onto a device or platform. The specific capabilities and features of a particular functional
module are out of scope here. This process is only concerned with getting the functional module up and running
within the target environment.

1.1. Notation and Conventions

This specification uses schema documents conforming to W3C XML Schema (see [Schemal-2]) and normative text
to describe the syntax and semantics of XML-encoded messages.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", "SHOULD NOT",
"RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in [RFC2119].

These keywords are thus capitalized when used to unambiguously specify requirements over protocol and application
features and behavior that affect the interoperability and security of implementations. When these words are not
capitalized, they are meant in their natural-language sense.

1.1.1. XML Namespaces
The following XML namespaces are referred to in this document:

* The prefix prov: represents the Provisioning Service namespace. This namespace is the default for instance
fragments, type names, and element names in this document. In schema listings, and in examples of service
messages and fragments thereof, this is the default namespace when no prefix is shown:

urn:liberty: prov:2006-12

* The prefix pmm: stands for the Liberty ID-WSF Provisioned Module Manager namespace [LibertyPMM]:
urn:liberty: pmm:2006-12

* The prefix saml2: stands for the SAMLvV2 assertion namespace [SAMLCore2]:
urn:oasis:names:tc: SAML: 2.0: assertion

* The prefix samlp2: stands for the SAMLV2 protocol namespace [SAMLCore2]:
urn: oasis:names:tc: SAML: 2.0: protocol

* The prefix xs: stands for the W3C XML schema namespace [Schemal-2]:
http:/fwww.w3.0rg/2001/XMLSchema

* The prefix xsi: stands for the W3C XML schema instance namespace:

http://www.w3.0rg/2001/XMLSchema-instance
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2. Overview

The Liberty ID-WSF Advanced Client Techonlogies Overview [LibertyACT] presents a complete overview of the
provisioning process. The reader is strongly encouraged to read through that document (at least the provisioning
section) prior to reading this document.

This document describes the Liberty ID-WSF Provisioning Service (ProvS). The ProvS is the entity which distributes
the data and potentially executable code, to the client platforms. The ProvS also provides a control point for lifecycle
management of provisioned modules (PMs), supporting operations such as update, delete, activate and deactivate.

2.1. Provisioning Components

The following diagram illustrates the components involved in the provisioning process:

. )
Client Platform @
% « >
i Registration
Browser Server
(Trusted Envir%fnem‘ )
Provisioned
Module
Manager
rovisioned »
Module T
PME
Provisioning
Server
> )

Figure 1. Provisioning Components
Things to note about this diagram:
e It is not drawn to any form of scale!
* The client platform represents any type of client, such as a personal computer, a device, a smart card, etc..

* The trusted environment represents some form of tamper resistent container (thus providing a level of trust for
the provisioned components). The trusted environment is not a requirement of these protocols — the components
shown within the trusted environment could very well exist directly within the relatively untrusted client platform
(e.g. the Provisioned Module Manager could run as a service within the Client Platform operating system).

* The Provisioned Module Manager (PMM) is a service running on the client platform which provides a beach
head for provisioning operations. =~ The PMM exposes the interfaces documented within the Liberty ID-WSF
Provisioned Module Manager Service Specification [LibertyPMM].

This document does not address the chicken-vs-egg issue of how the PMM comes into being on the client. It may
be built into the platform or it may be manually installed by some party (such as the user). That discussion is
out-of-scope.
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* The Provisioned Module (PM) is a component which performs some set of functionality. For example, a PM
could be a TM (a module which provides IdP extension functionality). PMs may also expose functionaly that is
not defined my Liberty specifications.

The Provisioned module is shown as being composed of 3 distinct parts:

* Provisioned Module Engine (PME) - the executable code which provides the functionality for the PM.

This is defined as a separate component here to enable a provisioning process which allows the PME to pre-
exist in the client platform and so just delivers the data necessary to instantiate the PM using that pre-existing
engine. Of course, the PME may not pre-exist and in such cases the PMM will have to retrieve it.

During provisioning, the PME is passed by reference (name) so that the PMM can determine whether or not
the PME already exists (either because it was pre-installed or because the same PME has been previously
provisioned). Should the PMM need to obtain the PME, the passed in reference is used to identify the PME
being downloaded.

« Initialization Data (PMInitData) - the data needed by the PME in order to initialize a new instance of a
PM. This may be the actual data needed by the PME or it may be a reference that the PME knows how
to dereference and obtain the initialization data at runtime. This data may or may not be needed during the
provisioning process. Some PMs are fully individualized and have their PMInitData built in.

The format and structure of the PMInitData is out of scope for this document and is specific to the PME. It is
up to the Provisioning Service to resolve what data is needed for what PME. The PMM treats PMInitData as
an opaque data set that it passes to the PME upon initialization.

* Runtime Data (PMRTData) - the runtime data created/managed by the PM instance as it performs its tasks.
This would include things like MINGs for a TM that is minting assertions, private keys, etc. This is defined
separate from the InitData to allow for PM portability (where a previously activated PM is moved to another
client platform).

* The Web Browser in this diagram represents an ehanced browser (either directly or via a plug-in) with support for
the provisionoing process. In other provisioning use cases this may be an application or can even be the PMM
itself can instigate a new provision operation (typically via some direct interaction with the user).

* The Registration Server (RS) is not a Liberty defined entity, but rather a deployment component for a particular
set of use cases. In this use case, the RS interacts with the user through a web browser and then controls the
provisioning process using the interfaces on the Provisioning Server.

* The Provisioning Server (ProvS) is typically a network hosted service that is the primary entity with which the
PMM interacts. This server is an instance of a Liberty ID-WSF Provisioning Service (see [LibertyPROV]).

The primary function of the ProvS is to provide a trusted endpoint for the management and distribution of PMs.
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3. Data Definitions

3.1. Provisioned Module Identifier

A PMID is a unique identifier assigned to the PM at the point the PMD is first registered with the ProvS (i.e. before
the PM has been provisioned). This identifier is used on all subsequent communications with the ProvS relating to
that PMD from the registering party as well as from the PMM. Therefore the value selected for the PMID MUST be
unique across all such values issued by that ProvS.

The <pPMID> element carrys the identifier value as its content and has no other sub-elements. The following attributes
are defined:

* issuer [Required] - the Provider ID of the ProvS which issued the PMID. This is used to prevent collision of
PMID values at the PMM where multiple ProvS entities may be provisioning PMs.

The following schema fragment defines the the PMID element:
<!—=—= PMID - the Provisioned Module IDentifier -->

<xs:element name="PMID" type="PMIDType" />
<xs:complexType name="PMIDType">

<xs:attribute name="issuer" type="xs:anyURI" use="required" />
</xs:complexType>

The following is an example of a PMID element.

<prov:PMID issuer="http://provs-r-us.com">uuid:239032-230328-92379-2397923</prov:PMID>

3.2. ProvisioningHandle

A Provisioning Handle provides the PMM with the necessary information to invoke the ProvS and an artifact which
refers to a specific PM that is to be provisioned. This is typically handed to the PMM through some non-liberty
protocols (such as distribution via email or by being downloaded by the principal).

The <ProvisioningHandle> element has the following elements/attributes:
e <pPMArtifact> [Required] - a token issued by the ProvS which identifies a specific PM that is to be provisioned
to the Advanced client.

The contents and structure of the PMArtifact are not defined by this specification and should be treated as an
opaque blob by the PMM and any intermediary handlers.

Any entity that may pass along or process the PH MUST support a <PMArtifact> length of 2048 bytes. The
ProvS, when creating the <PMArtifact> MUST ensure it fits within 2048 bytes.

The ProvS should ensure that only appropriate PMMs are able to present the PMArtifact and it can only be done
once (in order to ensure that the Provisioning Handle hasn’t been intercepted and used by another party without at
least recognizing this when the intended party tries to use it).

*<ProvisioningServiceEPR> [optional] - an ID-WSF EPR describing the endpoint for the entity that is
provisioning this PM.

Normally the EPR is specified within the PH. However, there MAY be some environments where the PMM has
pre-existing knowledge of the ProvS EPR and so this element is listed as optional to allow it to be not specified in
such cases.
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* <ds:Signature> [Optional] - an XML digital signature ((XMLDsig]) covering the entire descriptor.

If a signature is present, the signer MUST follow the normative rules laid out in Section 5 ("SAML and XML
Signature Syntax and Processing") of the SAML 2.0 Core Specification ((SAMLCore2]).

e anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs: ID type attribute such as xml:id or wsu: Id.

The following schema fragment defines the the ProvisioningHandle element:
<!-- ProvisioningHandle — Info for PMM to initiate provisioning process —-->

<xs:element name="ProvisioningHandle" type="ProvisioningHandleType" />
<xs:complexType name="ProvisioningHandleType">
<xXs:sequence>
<xs:element ref="PMArtifact" />
<xs:element ref="ProvisioningServiceEPR" minOccurs="0" />
<xs:element ref="ds:Signature" minOccurs="0" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="1lax" />
</xs:complexType>

<xs:element name="ProvisioningServiceEPR" type="wsa:EndpointReferenceType" />

<xs:element name="PMArtifact" type="xs:string" />

The following is an example of a ProvisioningHandle element.

<prov:ProvisioningHandle xs:1id="2302384823023">
<prov:PMArtifact>23asdfhoi323hposdf92 3h9sdfhweorh2398asdfjweoiha</prov:PMArtifact>
<prov:ProvisioningServiceEPR>
<wsa:Address>http://provision.idpsRus.com</wsa:Address>
<wsa:Metadata>
<ds:Abstract>Provisioning Service</ds:Abstract>
<ds:ProviderID>http://provisioning-provider .idpsRus.com/</ds:ProviderID>
<ds:ServiceType>urn:liberty:prov:2006-12</ds:ServiceType>
<ds:Framework version="2.0" />
<ds:SecurityContext>
<ds:SecurityMechID>
urn: liberty:security:2005-02: TLS: SAMLV2
</ds:SecurityMechID>
<sec:Token ref="urn:liberty:disco:tokenref:0ObtainFromIDP" />
</ds:SecurityContext>
</wsa:Metadata>
</prov:ProvisioningServiceEPR>
<ds:Signature>
. signature info here .
</ds:Signature>
</prov:ProvisioningHandle>

3.3. PMDescriptor

The <PMDescriptor >, or Provisioned Module Descriptor (PMD), contains the information necessary for the PMM
to instantiate a PM within the Advanced Client.

The <PMDescriptor > is typically acquired by the PMM following the dereference of the <PMArtifact> at the
ProvS.

The <PMDescriptor > element has the following elements/attributes:
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291 * <pMID> [Required] - the Provisioned Module IDentifier for the PM described by this descriptor.

292 * <PMEngineRef> [Optional] - a URI reference to a PMEngine. This engine may already exist on the
293 Advanced Client, or it may need to be downloaded and installed by the PMM. This element MUST be present
294 in any <PMDescriptor> that is describing a complete PM. However, the element MAY be absent when the
295 <PMDescriptor> is used to describe an update.

296 * <PMInitData> [Optional] - initialization data needed by the PMEngine to initialize as a PM instance. This is
297 an encrypted data chunk which typically only the PMEngine can decrypt.

298 * <PMRTData> [Optional] - runtime data saved by a previous instance of the PM associated with this descriptor.
299 The PM will usually process this after it has been initialized. This is also an encrypted data chunk which typically
300 only the PMEngine can decrypt.

301 * <ds:Signature> [Optional] - an XML digital signature ((XMLDsig]) covering the entire descriptor.

302 If a signature is present, the signer MUST follow the normative rules laid out in Section 5 ("SAML and XML
303 Signature Syntax and Processing") of the SAML 2.0 Core Specification ([SAMLCore2]).

304 *activate [optional] - a boolean attribute indicating whether the PM should be activated upon installation. If

305 this attribute is not specified or it its value is true, the PM is activated. Otherwise the PM is installed, but not
306 activated.
307 See the related activateAt attribute below for automated future activation.

308 e activateAt [optional] - an attribute indicating when the PM should be activated. The value of this attribute is

309 a specific instance in time at which the PM should be attributed.

310 This is typically used when a PM is to be installed now for a future activation.

311 * anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
312 such possibility is an xs: ID type attribute such as xml:id or wsu: Id.

313 The following schema fragment defines the PMDescriptor element:

314 <!-- PMDescriptor - describes/carries the components of a PM ——>

315

316 <xs:element name="PMDescriptor" type="PMDescriptorType" />

317

318 <xs:complexType name="PMDescriptorType">

319 <xs:sequence>

320 <xs:element ref="PMID" />

321 <xs:element ref="PMEngineRef" minOccurs="0" />

322 <xs:element ref="PMInitData" minOccurs="0" />

323 <xs:element ref="PMRTData" minOccurs="0" />

324 <xs:element ref="ds:Signature" minOccurs="0" />

325 </xs:sequence>

326 <xs:attribute name="activate" type="xs:boolean" use="optional" />
327 <xs:attribute name="activateAt" type="xs:dateTime" use="optional" />
328 <xs:anyAttribute namespace="##other" processContents="1lax" />

329 </xs:complexType>

330

331 <xs:element name="PMEngineRef" type="xs:anyURI" />

332 <xs:element name="PMInitData" type="EncryptedElementType" />

333 <xs:element name="PMRTData" type="EncryptedElementType" />

334

335 <xs:complexType name="EncryptedElementType">

336 <xs:sequence>

337 <xs:element ref="xenc:EncryptedData"/>

338 <xs:element ref="xenc:EncryptedKey" minOccurs="0" maxOccurs="unbounded"/>
339 </xs:sequence>

340 </xs:complexType>

341
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The following is an example of a PMDescriptor element. In this case, the descriptor is signed, includes the reference
to a PM Engine as well as some initialization data, and the PM is activated upon installation.

<prov:PMDescriptor xs:1d="2323923900239" >
<prov:PMID issuer="http://provs-r-us.com" >uuid:239032-230328-92379-2397923</prov:PMID>
<prov:PMEngineRef>http://pmsRus.org/Ve ryTrustedModule/3.7</prov:PME ngineRef>
<prov:PMInitData>
<xenc:EncryptedData>
. encrypted data here ..
</xenc:EncryptedData>
</prov:PMInitData>
<ds:Signature>
. signature data goes here ..
</ds:Signature>
</prov:PMDescriptor>

The following is another example of a PMDescriptor element. In this case, the PM has no initialization data (which
would typically mean the PMEngine is somehow uniquely branded with the data) and it is activated at some point in
the future.

<prov:PMDescriptor xs:1id="2323923900239"
activateAt="2006-12-11T14:52:002" >
<prov:PMID issuer="http://provs—-r-us.com">uuid:239032-230328-92379-2397923</prov:PMID>
<prov:PMEngineRef>http://pmsRus.org/ConorsPM/1.0</prov: PMEngineRef>
<ds:Signature>
. signature data goes here ..
</ds:Signature>
</prov:PMDescriptor>

The following is another example of a PMDescriptor element. In this case, the PM is not activated when it is
installed. In order to activate it, the provisioning service must invoke the PMM <pmm: PMAct ivate inteface.

<prov:PMDescriptor xs:1d="2323923900239"
activate="false" >
<prov:PMID issuer="http://provs-r-us.com">uuid: 239032-230328-92379-2397923</ prov:PMID>
<prov:PMEngineRef>http://pmsRus.org/VeryTrus tedModule/3.7</prov:PMEngineRef>
<prov:PMInitData>
<xenc:EncryptedData>
. encrypted data here ..
</xenc:EncryptedData>
</prov:PMInitData>
<ds:Signature>
. signature data goes here ..
</ds:Signature>
</prov:PMDescriptor>

3.4. PMStatus

The <pPMStatus >, (or Provisionined Module Status) describes the provisioning status of a particular provisioned
module.

The <pPMStatus > element has the following attributes:
¢ <pMID> [Required] - the PMID for the PM that this status applies to.

e <state> [Required] - the current state of the provisioning of this PM. This element contains the URI value
representing the current state as well as the following attribute:
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* asof [Optional] - the times when the current status of the PM was achieved. This attribute SHOULD NOT
be specified when the status is urn:liberty:prov:2006-12: status: NotFound. Otherwise it should always be
present.

The following status values are defined by Liberty for the privisioning status of a PM (implementations MAY define
additional values and attach specific meaning to them):

e urn:liberty: prov:2006-12: status: Registered - the <PMDescriptor> has been registered with the ProvS and the
ProvS is awating the <PMArtifactResolve> request from the PMM.

e urn:liberty:prov:2006-12: status: Resolved - the PMM has obtained the <PMDescriptor> via the
<prov:PMArtifactResolve> request and the ProvS is awaiting a status update from the PMM to indi-
cate the provisioning is complete.

e urn:liberty: prov:2006-12: status: Activated - the PM is installed and active.

e urn:liberty: prov:2006-12: status: ActivateQueued - an activation request has been received at the ProvS, but not
yet transmitted to the PMM.

e urn:liberty: prov:2006-12: status: Activating - an activation request has been sent to the PMM, but the processing
at the PMM is not yet complete.

e urn:liberty: prov:2006-12: status: InitFailed - the PMM failed to initialize the PM.
e urn:liberty: prov:2006-12: status: Deactivated - the PM is installed, but is currently inactive

e urn:liberty: prov:2006-12: status: DeactivateQueued - a deactivation request has been received at the ProvS, but
not yet transmitted to the PMM.

e urn:liberty: prov:2006-12: status: Deactivating - a deactivation request has been transmitted to the PMM, but the
processing at the PMM is not yet complete.

e urn:liberty: prov:2006-12: status: Deleted - the PM has been deleted.

e urn:liberty: prov:2006-12: status: DeleteQueued - a delete has been queued, but has not been initiated at the PMM
yet.

e urn:liberty: prov:2006-12: status: Deleting - a delete has been initiated at the PMM, but is not complete.

e urn:liberty: prov:2006-12: status: UpdateQueued - an update has been requested for the PM, but has not yet been
provided to the PMM (most likely because the ProvS is awaiting a <prov: Pol1> request from the PMM).

e urn:liberty: prov:2006-12: status: Updating - an update request has been made to the PMM and the ProvS is
awaiting a status update from the PMM to indicate that the update is complete. Once the update is complete, the
status will return to urn:liberty: prov:2006-12: status: Activated or urn:liberty:prov:2006-12: status: Deactivated
(whichever the PM was in prior to the update).
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The following schema fragment defines the PMStatus element:
<!-- PMStatus - Provisioning status of the PM ——>

<xs:element name="PMStatus" type="PMStatusType" />
<xs:complexType name="PMStatusType">
<xs:sequence>
<xs:element ref="PMID" />
<xs:element ref="State" />
</xs:sequence>
</xs:complexType>
<xs:element name="State" type="StateType" />
<xs:complexType name="StateType">
<xs:simpleContent>
<xs:extension base="xs:anyURI">
<xs:attribute name="asof" type="xs:dateTime" use="optional" />
</xs:extension>

</xs:simpleContent>
</xs:complexType>

The following is an example of a PMStatus element. In this case, the provisioning of the PM is complete.

<prov:PMStatus>
<prov:PMID issuer="http://provs-r-us.com">uuid:239032-230328-92379-2397923</prov:PMID>
<prov:State asof="2006-12-14T17:31:11Z">urn: liberty:prov:2006-12:status:Activated</prov:State>
</prov:PMStatus>

3.5. Callback EPR

The <prov:CallbackEPR> is used by the PMM to register its callback location for PM maintenance operations.
This EPR is normally a traditional ID-WSF EPR (see [LibertyDisco]).

However, in the case where the PMM cannot expose an external endpoint that is visible to the ProvS, the PMM should
register an "anonymous" <prov:CallbackEPR> which MUST have the following characteristics:

*The ONLY element present in the EPR is the <wsa:Address> element which MUST have the value
http: //www.w3.0rg/2005/08/addressing/anonymous

The schema for the <prov:CallbackEPR> is shown below.

<!—- CallbackEPR - where the PMM can receive Provisionig update requests —-—>

<xs:element name="CallbackEPR" type="wsa:EndpointReferenceType"/>

Figure 2. <prov:CallbackEPR> — Schema Fragment

An example "anonymous" <prov:CallbackEPR> is shown below.

<prov:CallbackEPR>
<wsa:Address>http://www.w3.0rg/2005/ 08/addressing/anonymous</wsa: Address>
</prov:CallbackEPR>

Example 1. Example anonymous <prov:CallbackEPR>

Liberty Alliance Project
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s6s 4. Provisioning Service (ProvS)

469 The Provisioning Service (ProvS) provides the interfaces used by PMMs on Advanced Clients to obtain PMs for
470 provisioining.

471 An abstract WSDL definition for the Provisioning Service is included in this document, see Appendix B: Provisioning
472 Service WSDL . This WSDL document defines all of the "WSDL operations" for the IdP Service.

473 The complete schema for the Provisioning Service is included in this document, see Appendix A: Provisioning Service
474 Schema .

475 4.1. Service URIs

476 Table 1. ProvS Service URIs
Use URI
Service Type urn:liberty:prov:2006-12
GetPMEngine wsa: Action urn:liberty: prov:2006-12: GetPMEngine
GetPMEngineResponse wsa: Action urn:liberty: prov:2006-12: GetPMEngineResponse
PMArtifactResolve wsa: Action urn:liberty: prov:2006-12: PMArtifactResolve
PMArtifactResolveResponse wsa: Action urn:liberty: prov:2006-12: PMArtifactResolveResponse
PMDActivate wsa: Action urn:liberty: prov:2006-12: PMDActivate
PMDActivateResponse wsa: Action urn:liberty: prov:2006-12: PMDActivateResponse
PMDDeactivate wsa: Action urn:liberty: prov:2006-12: PMDDeactivate
PMDDeactivateResponse wsa: Action urn:liberty: prov:2006-12: PMDDeactivateResponse
PMDDelete wsa: Action urn:liberty: prov:2006-12: PMDDelete
PMDDeleteResponse wsa: Action urn:liberty: prov:2006-12: PMDDeleteResponse
PMDGetStatus wsa: Action urn:liberty: prov:2006-12: PMDGetStatus
PMDGetStatusResponse wsa: Action urn:liberty: prov: 2006-12: PMDGetStatusResponse
PMDRegister wsa: Action urn:liberty: prov:2006-12: PMDRegister
PMDRegisterResponse wsa: Action urn:liberty: prov:2006-12: PMDRegisterResponse
PMDSetStatus wsa: Action urn:liberty: prov:2006-12: PMDSetStatus
PMDSetStatusResponse wsa: Action urn:liberty: prov:2006-12: PMDSetStatusResponse
PMDUpdate wsa: Action urn:liberty: prov: 2006-12: PMDUpdate
PMDUpdateResponse wsa: Action urn:liberty: prov: 2006-12: PMDUpdateResponse
Poll wsa: Action urn:liberty: prov:2006-12: Poll
PollResponse wsa: Action urn:liberty: prov:2006-12: PollResponse
UpdateEPR wsa: Action urn:liberty: prov:2006-12: Update EPR
UpdateEPRResponse wsa: Action urn:liberty: prov:2006-12: UpdateEPRResponse
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4.2. Status Codes

The following status code strings are defined:
* OK: message processing succeeded
* Failed: general failure code

These strings are expected to appear in the "code" attribute of <Status> elements used in SOAP-bound Provisioning
Service protocol messages.  Specific uses for the status codes are defined in the processing rules for individual
messages. The contents of the comment attribute are not defined by this specification, but it may be used for additional
descriptive text intended for human consumption (for example, to carry information that will aid debugging).

4.3. Request and Response Abstract Types
4.3.1. Complex Type RequestAbstractType

All request messages are of types that are derived from the abstract RequestAbstractType complex type. This type
defines common attributes that are associated with all ProvS requests:

e anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xml:id or wsu: Id.

The following schema fragment defines the the RequestAbstractType complex type:
<!-- RequestAbstractType - common request message structure —->

<xs:complexType name="RequestAbstractType" abstract="true">
<xs:anyAttribute namespace="##other" processContents="lax"/>
</xs:complexType>

4.3.2. Complex Type ResponseAbstractType

All response messages are of types that are derived from the abstract ResponseAbstractType complex type. This
type defines common attributes and elements that are associated with all PS responses:

<lu:Status> [Required] The <1lu:status> element isused to convey status codes and related information. The
schema fragment is defined in the Liberty ID-WSF Utility schema. The local definition of
status codes are described in Section 4.2.

anyAttribute [Optional] An attribute from a namespace other than that of this specification.
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The following schema fragment defines the XML ResponseAbstractType complex type:
<!-— ResponseBAbstractType - common message response structure ——>
<xs:complexType name="ResponseAbstractType" abstract="true">

<xs:sequence>
<xs:element ref="lu:Status"/>
</xXs:sequence>

<xs:anyAttribute namespace="##other" processContents="lax"/>
</xs:complexType>

4.4. Operation: GetPMEngine

The GetPMEngine operation is used by the PMM to obtain the executable code for a PMEngine that is not currently
instantiated within the PMM’s domain.

4.4.1. wsa:Action values for GetPMEngine Messages

<GetPMEngine> request messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:GetPMEngine".

<GetPMEngineResponse> messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:GetPMEngineResponse".

4.4.2. cetPMEngine Message

The <GetPMEngine> request is called to obtain the executable code for a PMEngine referenced by a
<PMEngineRef>.

The <prov:GetPMEngine> requestcontains the following attributes and/or elements:

* <PMEngineRef> [Required] - the refrence to the desired PMEngine. This is typically taken from the element
with the same name in a PMD that is being provisioned or updated at the PMM.

*dp:BasicPagingAttributeGroup [Optional] - a set of attributes supporting the pagination of results. This
adaptation of the pagination design pattern from the Liberty ID-WSF Design Patterns [LibertyDP] specification
uses the Basic Pagination model. The objects being downloaded are already static and so there is no need for the
static result set support.

For the purpose of pagination, the "item" being paginated is each byte of the executable being downloaded. So a
pagination request with a count of 100 is requesting at most 100 bytes of the executable file.

e anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xml:id or wsu: Id.
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The schema for the <prov:GetPMEngine> is shown below.

<!—- GetPMEngine - retreive the specified PMEngine ——>
<xs:element name="GetPMEngine" type="GetPMEngineType"/>

<xs:complexType name="GetPMEngineType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMEngineRef" />
</xs:sequence>
<xs:attributeGroup ref="dp:BasicPagingAttributeGroup" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

Figure 3. <prov:GetPMEngine> Schema Fragment

An example message body containing a <Get PMEngine> message follows. This request asks for the first 100K bytes
of the executable.

<prov:GetPMEngine count="102400">
<prov:PMEngineRef>http://pmsRus.org/VeryTrustedModule/3.7</prov:PMEngineRef>
</prov:GetPMEngine>

Example 2. Example <prov:GetPMEngine> Message

4.4.3. GetPMEngineResponse Message
This response to the <prov: Get PMEngine> request contains the following elements:
e <lu:Status> [Required] - the status of the response. See the processing rules below for more information.

* <prov:EngineData> [Optional] - the Base64 encoded bytes of the PMEngine executable. This MAY contain
only a portion of the complete PMEngine depending upon the settings for the pagination attributes on the request.

*dp:BasicPagingResponseAttributeGroup [Optional] - a set of response attributes supporting the pagina-
tion of results. This adaptation of the pagination design pattern from the Liberty ID-WSF Design Patterns [Liber-
tyDP] specification uses the Basic Pagination model.

For the purpose of pagination, the "item" being paginated is each byte of the executable being downloaded. So a
response with the pagination attribute remaining set to 8792 indicates that there are 8,192 bytes of data left (after
the bytes included in the current response) to complete the download of the executable file.

* anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xm1:id or wsu: Id.
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<!—- GetPMEngineResponse — response for the GetPMEngine Request —-—>
<xs:element name="GetPMEngineResponse" type="GetPMEngineResponseType"/>

<xs:complexType name="GetPMEngineResponseType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="EngineData" minOccurs="0" />
</xs:sequence>
<xs:attributeGroup ref="dp:BasicPagingResponseAttributeGroup" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="EngineData" type="xs:base64Binary" />

Figure 4. <prov:GetPMEngineResponse> Schema Fragment

An example message body containing a <GetPMEngineResponse> message follows. This is a successful response
which includes the first 100K bytes and indicates that there are an additional 83,276 bytes to go in the file.

<prov:GetPMEngineResponse remaining="83276" offset="102400">
<lu:Status code="OK" />
<prov:EngineData>
. base64 encoded data (100K worth) ...
</prov:EngineData>
</prov:GetPMEngineResponse>

Example 3. Example <prov:GetPMEngineResponse> Message

4.4.4. GetPMEngine Processing Rules

* All of the processing rules defined for pagination in the Liberty ID-WSF Design Patterns [LibertyDP] are
incorporated by reference and must be met.

* The Provisioning Service SHOULD take steps to ensure that the correct party is submitting the request and reject
requests from inappropriate parties.

* Requests which include a <PMEngineRef> that is not known to the ProvS MUST result in a failure. If detailed
status codes are to be included in the response, the detailed error code for this error MUST be "NotFound".

« If request processing succeeded, the top-level status code MUST be "OK". Otherwise, the top-level status code
MUST be "Failed"

« If the top-level status code is "Failed", the response MAY also contain Forbidden as a second-level status code.

The Provisioning Service instance may not wish to reveal the reason for failure, in which case no second-level
status code will appear.
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4.5. Operation: PMArtifactResolve

The PMArtifactResolve operation is used by the PMM to exchange a <PMArtifact> for a <PMDescriptor>.

4.5.1. wsa:Action values for PMArtifactResolve Messages

<PMArtifactResolve> request messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMArtifactResolve".

<PMArtifactResolveResponse> messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMArtifactResolveResponse'.

4.5.2. PMArtifactResolve Message

The <PMArtifactResolve> request is called to exchange a <PMArtifact> for a <PMDescriptor>.

The <prov:PMArtifactResolve> requestcontains the following attributes and/or elements:
*pPMArtifact [Required] - the PMArtifact that is being resolved.

* <prov:CallbackEPR> [Required] - one or more ID-WSF Endpoint References which describe how the ProvS
can communicate with the PMM for maintenance operations (see Section 3.5).

If more than one <prov:CallbackEPR> element is present, the ProvS may choose any of the elements present
(recognizing that the list is in preference order — the most preferred element is first).

* anyAttribute [Optional] Zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xml:id or wsu: Id.

The schema for the <prov:PMArtifactResolve> is shown below.

<!—-- PMArtifactResolve - request to exchange PMHandle for PMDescriptor ——>
<xs:element name="PMArtifactResolve" type="PMArtifactResolveType"/>

<xs:complexType name="PMArtifactResolveType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMArtifact" />
<xs:element ref="CallbackEPR" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

Figure 5. <prov:PMArtifactResolve> — Schema Fragment

An example message body containing a <PMArtifactResolve> message follows. This request enables two service
instances.

<prov:PMArtifactResolve>
<prov:PMArtifact>23asdfhoi323hposdf923h9sdfhweorh2398asdfjweo iha</PMArtifact>
</prov:PMArtifactResolve>

Example 4. Example <prov:PMArtifactResolve> Message
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4.5.3. PMArtifactResolveResponse Message
This response to the <prov:PMArtifactResolve> request contains the following elements:
e <lu:Status> [Required] - the status of the response. See the processing rules below for more information.

e <prov:PMDescriptor> [Optional] - the Provisioned Module Descriptor that is associated with the supplied
<prov:PMArtifact>. This element will not be present on unsuccessful responses.

* anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xml:id or wsu: Id.

<!-- PMArtifactResolveResponse - response to the PMArtifactResolve request ——>
<xs:element name="PMArtifactResolveResponse" type="PMArtifactResolveResponseType"/>

<xs:complexType name="PMArtifactResolveResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType">
<xs:sequence>
<xs:element ref="PMDescriptor" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

Figure 6. <prov:PMArtifactResolveResponse> — Schema Fragment

An example message body containing a <PMArtifactResolveResponse> message follows. This is a successful
response.

<prov:PMArtifactResolveRespon se>
<lu:Status code="OK" />
<prov:PMDescriptor xs:1d="2323923900239">
<prov:PMID issuer="http://provs-r-us.com">uuid:239032-230328-92379-2397923</prov:PMID>
<prov:PMEngineRef>http://pmsRus. org/VeryTrustedModule/3.7</prov:PMEngineRef>
<prov:PMInitData>
<xenc:EncryptedData>
. encrypted data here ...
</xenc:EncryptedData>
</prov:PMInitData>
<ds:Signature>
. signature data goes here ..
</ds:Signature>
</prov:PMDescriptor>
</prov:PMArtifactResolveResponse>

Example 5. Example <prov:PMArtifactResolveResponse> Message

4.5.4. PMArtifactResolve Processing Rules

* The request MUST fail if the PMArtifact is not valid or if it has already been resolved through a previous invocation
of this interface.

* The Provisioning Service SHOULD take steps to ensure that the correct party is submitting the request and reject
requests from inappropriate parties.
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« If request processing succeeded, the top-level status code MUST be "OK". Otherwise, the top-level status code
MUST be "Failed"

o If the top-level status code is "Failed", the response MAY also contain Forbidden as a second-level status code.
The Provisioning Service instance may not wish to reveal the reason for failure, in which case no second-level
status code will appear.

4.6. Operation: PMDActivate

The PMDActivate operation is used by a provisioning entity to activate a currently inactive PM.

4.6.1. wsa:Action values for PMDActivate Messages

<PMDActivate> request messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDActivate".

<PMDActivateResponse> messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDActivateResponse".

4.6.2. PMDActivate Message

The <PMDActivate> request is called by a provisioning entity (such as the RegSvc show in the Provisioning
workflow in the Liberty ID-WSF Advanced Client Technologies Overview [LibertyACT] to activate an inactive PM.

The <pmm: PMDAct ivate> request contains one or more <pmm: PMDAct ivateItem> elements each of which contain
the following attributes and/or elements:

* <pMID> [Required] - the identifier of the PM being activated.

* at [Optional] - a time at which the activation should take place. If specified, the value SHOULD be some point
in the future at which the PMM would activate the PM.
If this attribute is not specified, or it is specified with a time in the past, the PM MUST be activated now.

Note that since this request is made to the ProvS and not the PMM, the time it takes to relay the message, especially
in a scenario where the PMM is polling the ProvS, may delay the activation time, especially when this attribute
has a very short timeframe.
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The schema for the <pmm:PMDActivate> is shown below.

<!-- PMDActivate - to activate one or more PM(s) at the PMM ——>
<xs:element name="PMDActivate" type="PMDActivateType"/>

<xs:complexType name="PMDActivateType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMDActivateItem" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="PMDActivateItem" type="PMDActivateItemType" />

<xs:complexType name="PMDActivateItemType">
<xXs:sequence>
<xs:element ref="prov:PMID" />
</xs:sequence>
<xs:attribute name="at" type="xs:dateTime" use="optional" />
</xs:complexType>

Figure 7. <pmm:PMDActivate> — Schema Fragment

An example message body containing a <pmm: PMDAct ivate> message follows. This request activates 2 PMMs, on
at 1PM on the 18th of Dec, 2006 and one now.

<pmm:PMDActivate>
<pmm:PMDActivateItem at="2006-12-18T13:00:00Z" >
<prov:PMID issuer="http://provs—-r-us.com" >uuid:239032-230328-92379-2397923</prov:PMID>
</pmm: PMDActivateItem>
<pmm: PMDActivateItem>
<prov:PMID issuer="http://provs-r-us.com">uuid:392380-948492-18923-2389238</prov:PMID>
</pmm:PMDActivateItem>
</pmm:PMDActivate>

Example 6. Example <pmm:PMDActivate> Message

4.6.3. PMDActivateResponse Message
This response to the <pmm: PMDAct ivate> request contains the following elements:
e <lu:Status>: [Required] - the status of the response. See the processing rules below for more information.

* anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xm1:id or wsu: Id.
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<!—- PMDActivateResponse — the response to the PMDActivate request —-—>
<xs:element name="PMDActivateResponse" type="PMDActivateResponseType"/>

<xs:complexType name="PMDActivateResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType" />
</xs:complexContent>
</xs:complexType>

Figure 8. <pmm:PMDActivateResponse> — Schema Fragment

An example message body containing a <pmm:PMDActivateResponse> message follows. This is a successful
response.

<pmm:PMDActivate>
<lu:Status code="OK" />
</pmm:PMDActivate>

Example 7. Example <pmm:PMDActivateResponse> Message

4.6.4. PMDActivate Processing Rules

* The ProvS SHOULD return this acknowledgement of receipt to the caller immediately. The caller can then at a
later point in time use the <PMDGetStatus> to determine if the activation has completed.

* Upon receipt of this request, the ProvS MUST change the the status of the PMD to: wurn:liberty: prov:2006-
12:status:Activating to indicate that an activation is in progress.

« If request processing succeeded for all PMs, the top-level status code MUST be OK. If the request processing
failed for all PMs, the top-level status code MUST be Failed. Otherwise, if the results were mixed, the top-level
status MUST be Partial. and a second-level status MUST be included for the items for which the processing was
not successful. The second level status for such items MUST indicate that the processing failed and MUST include
the ref attribute containing the PMID value for the item. These second-level status codes MAY simply be Failed,
or they may indicate with more detail the reason for the failure.

« If the top-level status is not OK. and second level status codes are present, they MAY contain detailed error
information if the PMM wants to share that information with the invoking party.
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4.7. Operation: PMDDeactivate

The PMDDeactivate operation is used by a provisioning entity to deactivate a currently active PM.

4.7.1. wsa:Action values for PMDDeactivate Messages

<PMDDeactivate> request messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDDeactivate".

<PMDDeactivateResponse> messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDDeactivateResponse".

4.7.2. pMDDeactivate Message

The <PMDDeactivate> request is called by a provisioning entity (such as the RegSvc show in the Provisioning
workflow in the Liberty ID-WSF Advanced Client Technologies Overview [LibertyACT] to deactivate an activated
PM.

The <pmm: PMDDeactivate> request contains one or more <pmm: PMDDeactivateItem> elements each of which
contain the following attributes and/or elements:

* <pMID> [Required] - the identifier of the PM being deactivated.

* at [Optional] - a time at which the deactivation should take place. If specified, the value SHOULD be some point
in the future at which the PMM would deactivate the PM.

If this attribute is not specified, or it is specified with a time in the past, the PM MUST be deactivated now.

Note that since this request is made to the ProvS and not the PMM, the time it takes to relay the message, especially
in a scenario where the PMM is polling the ProvS, may delay the deactivation time, especially when this attribute
has a very short timeframe.

The schema for the <pmm:PMDDeactivate> is shown below.

<!-- PMDDeactivate - to deactivate a PM at the PMM ——>
<xs:element name="PMDDeactivate" type="PMDDeactivateType"/>

<xs:complexType name="PMDDeactivateType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMDDeactivateItem" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="PMDDeactivateItem" type="PMDDeactivateItemType" />
<xs:complexType name="PMDDeactivateItemType">
<xs:sequence>
<xs:element ref="prov:PMID" />
</xs:sequence>

<xs:attribute name="at" type="xs:dateTime" use="optional" />
</xs:complexType>

Figure 9. <pmm:PMDDeactivate> — Schema Fragment
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An example message body containing a <pmm: PMDDeactivate> message follows. This request deactivates two
PMs, one now and one near midnight New Year’s eve.

<pmm:PMDDeactivate>
<pmm:PMDDeactivateItem at="2006-12-31T23:59:59Z" >
<prov:PMID issuer="http://provs—-r-us.com">uuid:239032-230328-92379-2397923</prov:PMID>
</pmm: PMDDeactivateItem>
<pmm: PMDDeactivateItem>
<prov:PMID issuer="http://provs-r-us.com">uuid:392380-948492-18923-2389238</prov:PMID>
</pmm:PMDDeactivateItem>
</pmm:PMDDeactivate>

Example 8. Example <pmm:PMDDeactivate> Message

4.7.3. PMDDeactivateResponse Message
This response to the <pmm: PMDDeactivate> request contains the following elements:
e <lu:status>: [Required] - the status of the response. See the processing rules below for more information.

e anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xml:id or wsu: Id.

<!-— PMDDeactivateResponse — the response to the PMDDeactivate request ——>
<xs:element name="PMDDeactivateResponse" type="PMDDeactivateResponseType"/>
<xs:complexType name="PMDDeactivateResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType" />

</xs:complexContent>
</xs:complexType>

Figure 10. <pmm:PMDDeactivateResponse> — Schema Fragment

An example message body containing a <pmm:PMDDeactivateResponse> message follows. This is a partially
successful response where one of the PMs were not found.

<pmm: PMDDeactivateResponse>
<lu:Status code="Partial">
<lu:Status ref="uuid:239032-230328-92379-2397923" code="NotFound" />
</lu:Status>
</pmm: PMDDeactivateResponse>

Example 9. Example <pmm:PMDDeactivateResponse> Message

4.7.4. PMDDeactivate Processing Rules

* The ProvS SHOULD return this acknowledgement of receipt to the caller immediately. The caller can then at a
later point in time use the <PMDGetStatus> to determine if the deactivation has completed.

* Upon receipt of this request, the ProvS MUST change the the status of the PMD to: wurn:liberty: prov:2006-
12:status: Deactivating to indicate that a deactivation is in progress.
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« If request processing succeeded for all PMs, the top-level status code MUST be OK. If the request processing
failed for all PMs, the top-level status code MUST be Failed. Otherwise, if the results were mixed, the top-level
status MUST be Partial. and a second-level status MUST be included for the items for which the processing was
not successful. The second level status for such items MUST indicate that the processing failed and MUST include
the ref attribute containing the PM1D value for the item. These second-level status codes MAY simply be Failed,
or they may indicate with more detail the reason for the failure.

« If the top-level status is not OK. and second level status codes are present, they MAY contain detailed error
information if the PMM wants to share that information with the invoking party.

4.8. Operation: PMDDelete

The PMDDelete operation is used by a PM issuing party (such as an IdP) to cancel previously registered PMDs at the
ProvS. The previously registered PMDs MAY have already been provisionined into running PMs (in which case, the
ProvS would initiate an deletion process with the PMM where the PM has been provisioned).

4.8.1. wsa:Action values for pMDDelete Messages

<PMDDelete> request messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDDelete".

<PMDDeleteResponse> messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDDeleteResponse".

4.8.2. pMpDelete Message
The <PMDDelete> request is called to cancel a PMD that was registered with the ProvS.
The <prov:PMDDelete> request contains the following elements/attributes:

¢ <pMID> [Required] - one or more identifiers for the PMDescriptors that are to be deleted. This element MUST
contain a value that matches the PMID of a previously registered <PMDescriptor>.

* anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xml:id or wsu: Id.

The schema for the <prov:PMDDelete> is shown below.

<!-- PMDDelete - to register a new PMD at the ProvS —-->

<xs:element name="PMDDelete" type="PMDDeleteType" />
<xs:complexType name="PMDDeleteType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xXs:sequence>
<xs:element ref="PMID" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

Figure 11. <prov:pPMDDelete> — Schema Fragment

An example message body containing a <prov: PMDDelete> message follows.
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<prov:PMDDelete>
<prov:PMID issuer="http://provs-r-us.com">uuid:239032-230328-92379-2397923</prov:PMID>
<prov:PMID issuer="http://provs—-r-us.com">uuid:392380-948492-18923-2389238</prov:PMID>
</prov:PMDDelete>

Example 10. Example <prov:PMDDelete> Message

4.8.3. PMDDeleteResponse Message
This response to the <prov: PMDDelete> request contains the following elements/attributes:
e <lu:status> [Required] - the status of the response. See the processing rules below for more information.

e anyAttribute [Optional] Zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs: ID type attribute such as xml:id or wsu: Id.

<!-—— PMDDeleteResponse — the response to the PMDDelete request ——>
<xs:element name="PMDDeleteResponse" type="PMDDeleteResponseType"/>

<xs:complexType name="PMDDeleteResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType" />
</xs:complexContent>
</xs:complexType>

Figure 12. <prov:PMDDeleteResponse> — Schema Fragment

An example message body containing a <PMDDeleteResponse> message follows.  In this case, the response
indicates a partial success and the secondary codes indicate that the second PMID was not found.

<prov:PMDCancelResponse>
<lu:Status code="Partial">
<lu:Status ref="uuid:392380-948492-18923-2389238" code="NotFound" />
</lu:Status>
</prov:PMDCancelResponse>

Example 11. Example <prov:PMDDeleteResponse> Message

4.8.4. PMDDelete Processing Rules

* The invoking party MUST specify a value for the <PMID> element in the <PMDescriptor> that matches a value
previously used by this issuing party. If this is not the case, the ProvS MUST reject the delete request and, if the
ProvS includes secondary status codes in the response, MUST set the secondary status code to NotFound.

eIfall <prov:PMDDeleteltem> requests are successfully processed, the top-level status code MUST be "OK".
If all of the items failed, the the top-level status code MUST be "Failed". Otherwise, if the results were mixed,
the top-level status MUST be "Partial" and the second level status MUST be included for items for which the
processing was not successful indicating so and including the ref attribute containing the <pPMID> value for the
item. These second-level status codes MAY simply be "Failed", or they may indicate with more detail the reason
for the failure.
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« If the top-level status code is "Failed", the response MAY also contain other status codes (such as NotFound or
FeatureNotSupported) as a second-level status code. The ProvS instance may not wish to reveal the reason for
failure, in which case no second-level status code will appear.

4.9. Operation: PMDGetStatus

The PMDGetStatus operation is used by a PM issuing party (such as an IdP) to obtain the current status of an issued
PM.

4.9.1. wsa:Action values for pMDGetStatus Messages

<PMDGetStatus> request messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDGetStatus".

<PMDGetStatusResponse> messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDGetStatusResponse".

4.9.2. pMDGetStatus Message
The <PMDGetsStatus> requestis called to obtain the status of a PMD that was registered with the ProvS.
The <prov:PMDGetStatus> request contains the following elements/attributes:

* <pMID> [Required] - one or more identifiers for the PMs who’s status is requested. This element MUST contain
a value that matches the PMID of a previously registered <PMDescriptor>.

* anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xml:id or wsu: Id.

The schema for the <prov:PMDGetStatus> is shown below.

<!-- PMDStatus - to get the status of a PMD at the ProvS —->
<xs:element name="PMDGetStatus" type="PMDGetStatusType"/>

<xs:complexType name="PMDGetStatusType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMID" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

Figure 13. <prov:PMDGetStatus> — Schema Fragment

An example message body containing a <prov:PMDGet Status> message follows.

<prov:PMDGetStatus>
<prov:PMID issuer="http://provs-r-us.com">uuid:239032-230328-92379-2397923</prov:PMID>
<prov:PMID issuer="http://provs-r-us.com">uuid:392380-948492-18923-2389238</prov:PMID>
</prov:PMDGetStatus>

Example 12. Example <prov:PMDGetStatus> Message
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4.9.3. PMDGet StatusResponse Message

This response to the <prov: PMDGet Status> request contains the following elements/attributes:
e <lu:Status> [Required] - the status of the response. See the processing rules below for more information.
e <prov:PMStatus> [Required] - zero or more elements describing the status of the requested PMs.

* anyAttribute [Optional] Zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xml:id or wsu: Id.

<!-—- PMDStatusResponse — response to the PMDStatus request ——>
<xs:element name="PMDStatusResponse" type="PMDStatusResponseType"/>

<xs:complexType name="PMDStatusResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType">
<xs:sequence>
<xs:element ref="PMStatus" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

Figure 14. <prov:PMDGetStatusResponse> — Schema Fragment

An example message body containing a <PMDGet StatusResponse> message follows. In this successful response,
the status of one PM is running and the other PM was not found.

<prov:PMDGetStatusResponse>
<lu:Status code="OK" />
<prov:PMStatus>
<prov:PMID issuer="http://provs-r-us.com">uuid:239032-230328-92379-2397923</prov:PMID>
<prov:State asof="2006-12-14T17:31:11Z">urn: liberty:prov:2006-12:status:Activated</prov:
State>
</prov:PMStatus>
<prov:PMStatus>
<prov:PMID issuer="http://provs-r-us.com">uuid:392380-948492-18923-2389238</prov:PMID>
<prov:State>urn:liberty:prov:2006-12:status:NotFound</prov :State>
</prov:PMStatus>
</prov:PMDGetStatusResponse>

Example 13. Example <prov:PMDGetStatusResponse> Message

4.9.4. PMDGetStatus Processing Rules

* The invoking party MUST specify a value for the <PMID> elements that match the value of existing, registered
<PMDescriptor>s. If this is not the case, the ProvS MUST treat this status request as a failure. If detailed
second-level status codes are include in the response, the status code for this entry MUST be set to NotFound.

« If all operations are successfully processed, the top-level status code MUST be "OK". If all of the operations failed,
the the top-level status code MUST be "Failed". Otherwise, if the results were mixed, the top-level status MUST
be "Partial" and the second-level status entries MUST be included for the operations for which the processing
was not successful indicating so and including the ref attribute containing the <pMID> value for the unsuccessful
operation.

Liberty Alliance Project

29



1053
1054
1055
1056

1057

1058
1059

1060

1061
1062

1063
1064

1065

1066

1067
1068

1069

1070

1071

1072
1073
1074
1075
1076
1077
1078
1079
1080
1081
1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094

1095

1096

Liberty Alliance Project: Version: 1.0-02
Liberty ID-WSF Provisioning Service Specification

« If the top-level status code is "Failed", or "Partial", the response MAY also contain more detailed second-level
status codes (such as NotFound). The ProvS instance may not wish to reveal the reason for failure, in which case
second-level status code might not be present or, for the case of a "Partial" top-level status, the second-level status
MAY simply be "Failed".

4.10. Operation: PMDRegister

The PMDRegister operation is used by a PM issuing party (such as an IdP) to register PMDs with the ProvS and obtain
the PHs that it can issue to the PMM.

4.10.1. wsa:Action values for PMDRegister Messages

<PMDRegister> request messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDRegister".

<PMDRegisterResponse> messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDRegisterResponse’.

4.10.2. PMDRegister Message
The <PMDRegister> request is called to register a new PMD with the ProvS.

The <prov:PMDRegister> request contains one or more <prov:PMDRegisterItem> elements which have
the following contents:

* <PMDescriptor> [Required] - the PMD that is being registered.
* itemID [Required] - the identifier for this request item (for correlation within the results).

The schema for the <prov:PMDRegister> is shown below.

<!-- PMDRegister - to register a new PMD at the ProvS —->
<xs:element name="PMDRegister" type="PMDRegisterType"/>

<xs:complexType name="PMDRegisterType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMDRegisterItem" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="PMDRegisterItem" type="PMDRegisterItemType" />
<xs:complexType name="PMDRegisterItemType">
<xXs:sequence>
<xs:element ref="PMDescriptor" />
</xs:sequence>

<xs:attribute name="itemID" type="xs:string" use="required" />
</xs:complexType>

Figure 15. <prov:PMDRegister> — Schema Fragment

An example message body containing a <prov: PMDRegister> message follows.
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<prov:PMDRegister>
<prov:PMDRegisterItem itemID="1">
<prov:PMDescriptor xs:1id="2323923900239">
<prov:PMID issuer="http://provs-r—us.com">uuid:239032-230328-92379-2397923</prov:PMID>
<prov:PMEngineRef>https://pmsRus.org/VeryTrustedModule/3.7</prov:PMEngineRef>
<prov:PMInitData>
<xenc:EncryptedData>
. encrypted data here ..
</xenc:EncryptedData>
</prov:PMInitData>
<ds:Signature>
. signature data goes here ...
</ds:Signature>
</prov:PMDescriptor>
</prov:PMDRegisterItem>
</prov:PMDRegister>

Example 14. Example <prov:PMDRegister> Message

4.10.3. PMDRegisterResponse Message
This response to the <prov: PMDRegister> request contains the following elements/attributes:
e <lu:status> [Required] - the status of the response. See the processing rules below for more information.

* <prov:PMDRegisterResponseltem> [Optional] - zero or more response items which are included for for
successful responses. If present, this element contains the following content:

e <prov:PMID> [Required] - the Provisioned Module IDentifier assigned to this newly registered PMD.

e <prov:ProvisioningHandle> [Required] - the Provisioning Handle created by the ProvS to provide a
PMM with the information necessary to obtain the PMD that was registered.

e ref [Required] - a reference to the itemID of the <prov:PMDRegisterItem> element that this
<prov:PMDRegisterResponseltem> is in response to.

e anyAttribute [Optional] Zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xml:id or wsu: Id.

<!-- PMDRegisterResponse - response to the PMDRegister request ——>
<xs:element name="PMDRegisterResponse" type="PMDRegisterResponseType"/>

<xs:complexType name="PMDRegisterResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType">
<xs:sequence>
<xs:element ref="PMDRegisterResponseltem" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="PMDRegisterResponseltem"
type="PMDRegisterResponseltemType"/>

<xs:complexType name="PMDRegisterResponseltemType">
<xs:sequence>
<xs:element ref="ProvisioningHandle" />
</xs:sequence>
<xs:attribute name="ref" type="xs:string" use="required" />
</xs:complexType>
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1151 Figure 16. <prov:PMDRegisterResponse> — Schema Fragment

1152 An example message body containing a <PMDRegisterResponse> message follows.

1153 <prov:PMDRegisterResponse>
1154 <lu:Status code="OK" />

1155 <prov:PMDRegisterResponseltem ref="1">

1156 <prov:ProvisioningHandle xs:1d="2302384823023">

1157 <prov:PMArtifact>23asdfhoi323hposdf923h9sdfhweorh239 8asdfjweoiha</prov:PMArtifact >
1158 <prov:ProvisioningServiceEPR>

1159 <wsa:Address>http://provision.idpsRus.com</wsa:Address>

1160 <wsa:Metadata>

1161 <ds:Abstract>Provisioning Service</ds:Abstract>

1162 <ds:ProviderID>http://provisioning-provider.idpsRus.com/</ds:ProviderID>
1163 <ds:ServiceType>urn: liberty:prov:2006-12</ds: ServiceType>
1164 <ds:Framework version="2.0" />

1165 <ds:SecurityContext>

1166 <ds:SecurityMechID>

1167 urn:liberty:security:2005-02:TLS: SAMLV2

1168 </ds:SecurityMechID>

1169 <sec:Token ref="urn:liberty:disco:tokenref:ObtainFromIDP" />
1170 </ds:SecurityContext>

1171 </wsa:Metadata>

1172 </prov:ProvisioningServiceEPR>

1173 <ds:Signature>

1174 ... signature info here ..

1175 </ds:Signature>

1176 </prov:ProvisioningHandle>

1177 </prov:PMDRegisterResponseltem>
1178 </prov:PMDRegisterResponse>
1179

1180 Example 15. Example <prov:PMDRegisterResponse> Message

1181 4.10.4. PMDRegister Processing Rules

1182 * The invoking party MUST NOT specify a value for the <pMID> element in the <PMDescriptor> that matches
1183 a value previously used. If this does happen, the ProvS MUST reject the registration request and, if the ProvS
1184 includes secondary status codes in the response, MUST set the status code to AlreadyInUse.

1185 eEach <prov:PMDRegisterItem> is processed independently and may independently succeed or fail on its
1186 own merits.

1187 oIf all <prov:PMDRegisterItem> requests are successfully processed, the top-level status code MUST be

1188 "OK". If all of the items failed, the the top-level status code MUST be "Failed". Otherwise, if the results were
1189 mixed, the top-level status MUST be "Partial" and the second level status MUST be included for items for which
1190 the processing was not successful indicating so and including the ref attribute containing the itemID value for
1191 the item. These second-level status codes MAY simply be "Failed", or they may indicate with more detail the
1192 reason for the failure.

1193 « If the top-level status code is "Failed", the response MAY also contain other status codes (such as NotFound or
1194 FeatureNotSupported) as a second-level status code. The ProvS instance may not wish to reveal the reason for
1195 failure, in which case no second-level status code will appear.
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4.11. Operation: PMDSetStatus

The PMDSetStatus operation is used by the PMM to notify the Provisioning service of the status of the PM (whether
it was successfully provisioned or not).

4.11.1. wsa:Action values for pMDsetStatus Messages

<PMDSetStatus> request messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDSetStatus".

<PMDSetStatusResponse> messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDSetStatusResponse".

4.11.2. pMDSetStatus Message

The <PMDsetStatus> request is called to notify the Provisioning Service about the status of the provisioning of a
PM.

The <prov:PMDSetStatus> request contains following attributes and/or elements:

* <PMStatus> - one or more status elements (see Section 3.4) containing the <pMID> of the PM and the new
<State>.

*anyAttribute [Optional] Zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs : ID type attribute such as xm1:id or wsu: Id.

The schema for the <prov:PMDSetStatus> is shown below.

<!—- PMDSetStatus - update provisioning status of PM ——>
<xs:element name="PMDSetStatus" type="PMDSetStatusType"/>

<xs:complexType name="PMDSetStatusType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMStatus" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

Figure 17. <prov:PMDSetStatus> — Schema Fragment

An example message body containing a <PMDSetStatus> message follows. This request shows that the PM has
been installed.

<prov:PMDSetStatus>
<prov:PMStatus>
<prov:PMID issuer="http://provs-r-us.com">uuid:239032-230328-92379-239792 3</prov:PMID>
<prov:State asof="2006-12-14T17:31:112">urn:liberty:prov:2006-12: status:Activated</prov:Stat
e>
</prov:PMStatus>
</prov:PMDSetStatus>

Example 16. Example <prov:PMDSetStatus> Message
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4.11.3. PMDSetStatusResponse Message

This response to the <prov:PMDSetStatus> request contains the following elements:

Version: 1.0-02

e <lu:Status> [Required] - the status of the response. See the processing rules below for more information.

* anyAttribute [Optional] - zero or more attributes from a namespace other than that of this specification. One

such possibility is an xs : ID type attribute such as xm1:id or wsu: Id.

<!-- PMDSetStatusResonse - response for PMDSetStatus request —->
<xs:element name="PMDSetStatusResponse" type="PMDSetStatusResponseType"/>

<xs:complexType name="PMDSetStatusResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType" />
</xs:complexContent>
</xs:complexType>

Figure 18. <prov:PMDSetStatusResponse> — Schema Fragment

An example message body containing a <PMDSetStatusResponse> message follows.

response.

<prov:PMDSetStatusResponse>
<lu:Status code="OK" />
</prov:PMDSetStatusResponse>

Example 17. Example <prov:PMDSetStatusResponse> Message

4.11.4. PMDSetStatus Processing Rules

This is a successful

« If all status updates are successfully processed, the top-level status code MUST be "OK". If all of the updates failed,
the the top-level status code MUST be "Failed". Otherwise, if the results were mixed, the top-level status MUST
be "Partial" and the second-level status entries MUST be included for status updates for which the processing was
not successful indicating so and including the ref attribute containing the PMID value for the status update.

« If the top-level status code is "Failed", or "Partial", the response MAY also contain more detailed second-level
status codes (such as NotFound or Forbidden). The ProvS instance may not wish to reveal the reason for failure,
in which case second-level status code might not be present or, for the case of a "Partial" top-level status, the

second-level status MAY simply be "Failed".
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4.12. Operation: PMDUpdate

The PMDUpdate operation is used by a PM issuing party (such as an IdP) to update previously registered PMDs at
the ProvS. The previously registered PMDs MAY have already been provisionined into running PMs (in which case,
the ProvS would initiate an update process with the PMM where the PM has been provisioned).

4.12.1. wsa:Action values for pMDUpdate Messages

<PMDUpdate> request messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDUpdate".

<PMDUpdateResponse> messages MUST include a <wsa:Action> SOAP header with the value of
"urn:liberty:prov:2006-12:PMDUpdateResponse".

4.12.2. pMpDUpdate Message
The <PMDUpdate> request is called to update a PMD that was registered with the ProvS.

The <prov:PMDUpdate> requestcontainsone or more <prov:PMDUpdateItem> elements each of which have
the following contents:

e <PMDescriptor> [Required] - the updated PMD information. The <pMID> element MUST contain a value that
matches the <PMID> of a previously registered <PMDescriptor>.

In some cases only a portion of the PM is being updated (such as an PMEngine update). Even so, the entire
replacement <PMDescriptor> must be specified (as opposed to just the changed elements).

* type [Required] - the type of update being applied. The following values are defined for this attribute:

e urn:liberty:prov:2006-12:ut:replace - a complete replacement of the existing PMD (and if it has been
provisioned, the PM itself).

e urn:liberty: prov:2006-12:ut:engine - an update of the engine only.
e urn:liberty: prov:2006-12: ut:initdata - an update of the initialization data

* itemID [Required] - the identifier for this request item (for correlation within the results).
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The schema for the <prov:PMDUpdate> is shown below.

<!-- PMDUpdate - update the PMD for a existing PM at the ProvS —-->
<xs:element name="PMDUpdate" type="PMDUpdateType"/>

<xs:complexType name="PMDUpdateType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMDUpdatelItem" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="PMDUpdateItem" type="PMDUpdateItemType" />

<xs:complexType name="PMDUpdateItemType">
<xXs:sequence>
<xs:element ref="PMDescriptor" />
</xs:sequence>
<xs:attribute name="type" type="xs:anyURI" use="required" />
<xs:attribute name="itemID" type="xs:string" use="required" />
</xs:complexType>

Figure 19. <prov:PMDUpdate> — Schema Fragment

: 1.0-02

An example message body containing a <prov: PMDUpdate> message follows. This is an update of the PM Engine

to version 4.0.

<prov:PMDUpdate>
<prov:PMDUpdateItem itemID="1" type="urn:liberty:prov:2006-12:ut: engine">
<prov:PMDescriptor xs:1d="2323923900239" >
<prov:PMID issuer="http://provs-r-us.com">uuid: 77834 9-283920-88379-5448739</prov: PMID>
<prov:PMEngineRef>https://pmsRus.org/VeryTrust edModule/4.0</prov:PMEngineRe £>
<ds:Signature>
. signature data goes here ...
</ds:Signature>
</prov:PMDescriptor>
</prov:PMDUpdateItem>
</prov:PMDUpdate>

Example 18. Example <prov:PMDUpdate> Message

4.12.3. pPMDUpdateResponse Message

This response to the <prov: PMDUpdate> request contains the following elements/attributes:

e <lu:status> [Required] - the status of the response. See the processing rules below for more information.

* anyAttribute [Optional] Zero or more attributes from a namespace other than that of this specification. One

such possibility is an xs : ID type attribute such as xml:id or wsu: Id.
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1340 <!-- PMDUpdateResponse - response to the PMDUpdate request —->

1341

1342 <xs:element name="PMDUpdateResponse" type="PMDUpdateResponseType"/>
1343

1344 <xs:complexType name="PMDUpdateResponseType">

1345 <xs:complexContent>

1346 <xs:extension base="ResponseAbstractType">

1347 <xs:sequence>

1348 </xs:sequence>

1349 </xs:extension>

1350 </xs:complexContent>

1351 </xs:complexType>

1352

1353 Figure 20. <prov:PMDUpdateResponse> — Schema Fragment

1354 An example message body containing a <PMDUpdateResponse> message follows. In this case, the response
1355 indicates a failure and the secondary code indicates the PMID was not found.

1356 <prov:PMDUpdateResponse>

1357 <lu:Status code="Failed">

1358 <lu:Status ref="1" code="NotFound" />
1359 </lu:Status>

1360 </prov:PMDUpdateResponse>
1361

1362 Example 19. Example <prov:PMDUpdateResponse> Message

1363 4.12.4. PMDUpdate Processing Rules

1364 * The invoking party MUST specify a value for the <PMID> element in the <PMDescriptor> that matches a value
1365 previously used by this issuing party. If this is not the case, the ProvS MUST reject the update request and, if the

1366 ProvS does include secondary status codes in the response, MUST set the secondary status code to NotFound.
1367 *Each <prov:PMDUpdateItem> is processed independently and may independently succeed or fail on its own
1368 merits.

1369 eIfall <prov:PMDUpdateItem> requests are successfully processed, the top-level status code MUST be "OK".

1370 If all of the items failed, the the top-level status code MUST be "Failed". Otherwise, if the results were mixed,
1371 the top-level status MUST be "Partial" and the second level status MUST be included for items for which the
1372 processing was not successful indicating so and including the ref attribute containing the itemID value for the
1373 item. These second-level status codes MAY simply be "Failed", or they may indicate with more detail the reason

1374 for the failure.
1375 « If the top-level status code is "Failed", the response MAY also contain other status codes (such as NotFound or

1376 FeatureNotSupported) as a second-level status code. The ProvS instance may not wish to reveal the reason for
1377 failure, in which case no second-level status code will appear.
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1378 4.13. Operation: Poll

1379 The Poll operation is used by the PMM to poll for any new provisioning maintenance requests when the PMM is
1380 unable to expose an externally visible endpoint for direct access by the ProvS.

1381 This operation is an adaptation of the Poll design pattern and inherits all of its structure and processing rules.

1382 4.13.1. wsa:Action values for ro11 Messages
1383 <Poll>messages MUST include a <wsa: Action> SOAP header with the value of "urn: liberty:prov:2006-12:Poll".

1384 <PollResponse> messages MUST include a <wsa:Action> SOAP header with the value of
1385 '"urn:liberty:prov:2006-12:PollResponse".

1386 4.13.2. Pol1l Message

1387 The <Poll> request is called by the PMM to ask the ProvS for any queued provisioning maintenance requests and
1388 to return any responses to prior requests.

1389 The structre of the <prov:Poll> request is derived from the structure of the <dp:PollType> without
1390 modification. See [LibertyDP] for a complete description of the structure and meaning of the elements.

1391 The schema for the <prov:Poll> is shown below.

1392 <!-- Poll - Poll for new service requests —->

1393

1394 <xs:element name="Poll" type="dp:PollType"/>

1395

1396 Figure 21. <prov:Poll> — Schema Fragment

1397 An example message body containing a <prov:Poll> message follows. This is a request asking for

1398 <pmm:UpdatePM> or <pmm:DeletePM> requests and asks ProvS to wait for 5 minutes if none are immedi-
1399 ately available.

1400 <prov:Poll wait="300">

1401 <wsa:Action>urn:liberty:pmm:2006-12:PMUpdate</wsa:Action>
1402 <wsa:Action>urn:liberty:pmm:2006-12:PMDelete</wsa:Action>
1403 <wsa:Action>urn:liberty:pmm:2006-12:PMGetStatus </wsa:Action>
1404 </prov:Poll>

1405
1406 Example 20. Example <prov:Poll> Message
1407 Another example message body containing a <prov:Poll> message follows. This example also includes a

1408 <prov:UpdatePMResponse> from a prior request received at the PMM.

1409 <prov:Poll>

1410 <wsa:Action>urn:liberty:pmm:2006-12:PMUpdate</wsa:Action>
1411 <wsa:Action>urn:liberty:pmm:2006-12 :PMDelete</wsa:Action>
1412 <wsa:Action>urn:liberty:pmm:2006-12:PMGetStatus</wsa:Action>
1413 <dp:Response ref="1">

1414 <pmm: UpdatePMResponse>
1415 <lu:Status code="OK" />
1416 </pmm: UpdatePMResponse>

1417 <dp:Response>
1418 </prov:Poll>
1419
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Example 21. Example <prov:Poll> Message with a <prov:UpdatePMResponse>.

4.13.3. PollResponse Message

This response to the <prov:Poll> request is derived from the <dp:PollResponseType> without modification.
See [LibertyDP] for a complete description of the structure and meaning of the elements.

<!--PollResponse — response for the Poll request ——>

<xs:element name="PollResponse" type="dp:PollResponseType"/>

Figure 22. <prov:PollResponse> — Schema Fragment

An example message body containing a <ps:PollResponse> message follows.  This is a successful response
without an embedded request (and therefore there were no queued requests) and ProvS is advising the PMM to poll
again in 10 minutes (600 seconds).

<prov:PollResponse nextPoll="600">
<lu:Status code="OK" />
</prov:PollResponse>

Example 22. Example <prov:PollResponse> Message

Another example message body containing a <prov:PollResponse> message follows.  This is a successful
response with an embedded pmm: UpdatePM request.

<prov:PollResponse>
<lu:Status code="OK" />
<dp:Request itemID="1">
<pmm:PMUpdate>
<pmm:PMUpdateItem itemID="1" type="urn:liberty:prov:2006-12:ut:engine">
<prov:PMDescriptor xs:1d="2323923900239" >
<prov:PMID issuer="http://provs—-r-us.com">uuid:778349-283920-88379-5448739</prov:PMID>
<prov:PMEngineRef>https://pmsRus.org/VeryTrus tedModule/4.0</prov:PMEngineRef>
<ds:Signature>
. signature data goes here ..
</ds:Signature>
</prov:PMDescriptor>
</pmm: PMUpdateItem>
</pmm: PMUpdate>
</dp:Request>
</prov:PollResponse>

Example 23. Example <prov:PollResponse> Message

4.13.4. Poll Processing Rules

* All of the processing rules defined for the Poll design pattern MUST be followed. See [LibertyDP] for further
information.
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1460 4.14. Operation: UpdateEPR

1461 The UpdateEPR operation is used by the PMM to update the <prov:CallbackEPR> used by the ProvS to contact
1462 the PMM.

1463 4.14.1. wsa:Action values for updateEPR Messages
1464 <UpdateEPR>messages MUST include a <wsa: Act ion> SOAP header with the value of "urn: liberty:prov:2006-12: UpdateEP

1465 <UpdateEPRResponse> messages MUST include a <wsa:Action> SOAP header with the value of
1466 "urn:liberty:prov:2006-12:UpdateEPRResponse".

1467 4.14.2. updateEPR Message

1468 The <UpdateEPR> requestis called to update the <prov:CallbackEPR> that was registered when the PMM used
1469 the <prov:PMArtifactResolve> interface to obtain a PMDescriptor.

1470 The <prov:UpdateEPR> request contains one or more <prov:UpdateEPRItem> elements which have the
1471 following contents:

1472 ¢ <pMID> [Required] - the identifier of the PM that this update is related to. This identifier is included in the
1473 <prov:PMDescriptor> returned in the <prov:PMArtifactResolveResponse>.

1474 * <prov:CallbackEPR> [Required] - one or more updated ID-WSF EPR(s). This is a complete replacement of
1475 any formerly registered EPRs related to this PM.

1476 * itemID [Required] - the identifier for this request item (for correlation within the results).

1477 The schema for the <prov:UpdateEPR> is shown below.

1478 <!-- UpdateEPR - update the EPR for PM maintenance operations ——>
1479

1480 <xs:element name="UpdateEPR" type="UpdateEPRType"/>

1481

1482 <xs:complexType name="UpdateEPRType">

1483 <xs:complexContent>

1484 <xs:extension base="RequestAbstractType">

1485 <xs:sequence>

1486 <xs:element ref="UpdateEPRItem" maxOccurs="unbounded" />
1487 </xs:sequence>

1488 </xs:extension>

1489 </xs:complexContent>

1490 </xs:complexType>

1491

1492 <xs:element name="UpdateEPRItem" type="UpdateEPRItemType" />
1493

1494 <xs:complexType name="UpdateEPRItemType">

1495 <xs:sequence>

1496 <xs:element ref="PMID" />

1497 <xs:element ref="CallbackEPR" />

1498 </xs:sequence>

1499 <xs:attribute name="itemID" type="xs:string" use="required" />
1500 </xs:complexType>

1501

1502 Figure 23. <prov:UpdateEPR> — Schema Fragment

1503 An example message body containing a <prov: UpdateEPR> message follows. This is an update of the CallbackEPR
1504 for two different PMs.
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<prov:UpdateEPR>
<prov:UpdateEPRItem itemID="1" >
<prov:PMID issuer="http://provs-r—us.com">uuid:778349-283920-88379-5448739</prov:PMID>
<prov:CallbackEPR>
<wsa:Address>http://im-a-pmm. com</wsa:Address>
<wsa:Metadata>
<ds:ServiceType>urn: liberty:pmm:2006-12</ds: ServiceType>
<ds:Framework version="2.0" />
<ds:SecurityContext>
<ds:SecurityMechID>urn: liberty:security:2006-08:TLS:SAMLV2</ds:SecurityMechID>
</ds:SecurityContext>
</wsa:Metadata>
</prov:CallbackEPR>
</prov:UpdateEPRItem>
<prov:UpdateEPRItem itemID="2">
<prov:PMID issuer="http://provs-r-us.com">uuid:239032-230328-92379-2397923</prov:PMID>
<prov:CallbackEPR>
<wsa:Address>http://im-a-pmm.com</wsa:Address>
<wsa:Metadata>
<ds:ServiceType>urn: liberty:pmm: 200 6-12</ds: ServiceType>
<ds:Framework version="2.0" />
<ds:SecurityContext>
<ds:SecurityMechID>urn: liberty:security:2006-08:TLS:SAMLV2</ds:SecurityMechID>
</ds:SecurityContext>
</wsa:Metadata>
</prov:CallbackEPR>
</prov:UpdateEPRItem>
</prov:Update>

Example 24. Example <prov:UpdateEPR> Message

4.14.3. updateEPRResponse Message
This response to the <prov: UpdateEPR> request contains the following elements/attributes:
<lu:Status>: [Required] The status of the response. See the processing rules below for more information.

anyAttribute [Optional] Zero or more attributes from a namespace other than that of this specification. One
such possibility is an xs: ID type attribute such as xml: id or wsu: Id.

<!-- UpdateEPRResponse — the response to the UpdateEPR request —-—>
<xs:element name="UpdateEPRResponse" type="UpdateEPRResponseType"/>

<xs:complexType name="UpdateEPRResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType" />
</xs:complexContent>
</xs:complexType>

Figure 24. <prov:UpdateEPRResponse> — Schema Fragment

An example message body containing a <UpdateEPRResponse> message follows. This is a partial success message
for an attempted update of the CallbackEPR for 2 PMs where the 1st succeeded and the 2nd failed.

<prov:UpdateEPRResponse>
<lu:Status code="Partial">
<lu:Status code="NotFound" ref="2" />
</lu:Status>
</prov:UpdateEPRResponse>
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1559 Example 25. Example <prov:UpdateEPRResponse> Message

1560 4.14.4. UpdateEPR Processing Rules
1561 « If for any reason an update is not accepted, the existing service instance at the ProvS MUST NOT be affected.

1562 * PMs instantiated in one PMM MUST NOT be visible to other PMMs. If a PMM presents a PMID for a PM
1563 instance that has been instantiated in a different PMM, the ProvS MUST behaive as if that PM does not exist and
1564 accordingly any attempt to update the associated CallbackEPR should fail. In such cases, if a secondary error
1565 corde is provided, it MUST be "NotFound".

1566 * The ProvS SHOULD generate an error if the CallbackEPR is such that the ProvS is unable to meet the requirements
1567 within the ID-WSF EPR and therefore the ProvS would be unable to dereference the ID-WSF EPR (for example,
1568 if the ProvS does not support the framework version(s) specified in the <prov:CallbackEPR>. If a secondary
1569 error code is provided in such cases it MUST be FeatureNotSupported.

1570 *Each <prov:UpdateEPRItem> is processed independently and may independently succeed or fail on its own
1571 merits.

1572 eIfall <prov:UpdateEPRItem> requests are successfully processed, the top-level status code MUST be "OK".

1573 If all of the items failed, the the top-level status code MUST be "Failed". Otherwise, if the results were mixed,
1574 the top-level status MUST be "Partial" and the second level status MUST be included for items for which the
1575 processing was not successful indicating so and including the ref attribute containing the itemID value for the
1576 item. These second-level status codes MAY simply be "Failed", or they may indicate with more detail the reason

1577 for the failure.

1578 « If the top-level status code is "Failed", the response MAY also contain other status codes (such as NotFound or
1579 FeatureNotSupported) as a second-level status code. The ProvS instance may not wish to reveal the reason for
1580 failure, in which case no second-level status code will appear.
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5. Security and Privacy Considerations

Version: 1.0-02

This section describes security and privacy related considerations that should be taken into account when implemeting

and deploying environments making use of the components specified in this document.

The order of entries in this list has no significance.

1. consideration goes here
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A. Provisioning Service Schema

<?xml version="1.0" encoding="UTF-8"7?>

<xs:schema targetNamespace="urn:liberty:prov:2006-12"
:lu="urn:liberty:util:2006-08"
:prov="urn:liberty:prov:2006-12"

xmlns
xmlns

xmlns:
xmlns:

xmlns

xmlns:

xmlns

dp="urn:liberty:dp:2006-12"
xs="http://www.w3.0rg/2001/XMLSchema"

:xenc="http://www.w3.0rg/2001/04/xmlenc#"

ds="http://www.w3.0rg/2000/09/xmldsig#"

:wsa="http://www.w3.0rg/2005/08/addressing"
xmlns="urn:liberty:prov:2006-12"

elementFormDefault="qualified"
attributeFormDefault="unqualified"

<xs:import namespace="urn:liberty:util:2006-08"
schemaLocation="1liberty-idwsf-utility-v2 .0.xsd"/>

<xs:import namespace="urn:liberty:dp:2006-12"
schemaLocation="liberty-idwsf-dp-v1.0.xsd"/>

<xs:import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemaLocation="http://www.w3.0rg/TR/2002/REC-xmldsig-core-20020212/xmldsig-core-schema.

xsd" />

<xs:import namespace="http://www.w3.0rg/2001/04/ xmlenc#"
schemaLocation="http://www.w3.0rg/TR/2002/REC -xmlenc-core-20021210/xenc-schema.xsd"/>
<xs:import namespace="http://www.w3.0rg/2005/08/addressing"

schemaLocation="http://www.w3.0rg/2005/ 08/addressing/ws—addr.xsd" />

<xs:annotation>

<xXs:

documentation>

XML Schema from Liberty Provisioning Service Specification.
</xs:documentation>
<xs:documentation>### NOTICE ###

Copyright (c) 2006 Liberty Alliance participants, see

http://www.projectliberty.org/specs /idwsf_2_0_final_ copyrights.php

</xs:documentation>
</xs:annotation>

<!-= PMID - the Provisioned Module IDentifier -->

<xs:element name="PMID" type="PMIDType" />

<xs:complexType name="PMIDType">

<xs:attribute name="issuer" type="xs:anyURI" use="required" />
</xs:complexType>

<!-- PMDescriptor — describes/carries the components of a PM ——>

<xs:element name="PMDescriptor" type="PMDescriptorType" />

<xs:complexType name="PMDescriptorType">
<xs:sequence>

<xXSs

<xs:

<xs

<xXs:

<xs
</xs:

:element ref="PMID"
element ref="PMEngineRef"
:element ref="PMInitData"
element ref="PMRTData"
sequence>

<xs:attribute name="activate"

<xs:attribute name="activateAt" type="xs:dateTime" use="optional" />

/>
minOccurs="0" />
minOccurs="0" />
minOccurs="0" />

:element ref="ds:Signature" minOccurs="0" />

type="xs:boolean" use="optional" />

<xs:anyAttribute namespace="##other" processContents="1lax" />
</xs:complexType>
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<xs:element name="PMEngineRef" type="xs:anyURI" />
<xs:element name="PMInitData" type="EncryptedElementType" />
<xs:element name="PMRTData" type="EncryptedElementType" />

<xs:complexType name="EncryptedElementType">
<xs:sequence>
<xs:element ref="xenc:EncryptedData"/>
<xs:element ref="xenc:EncryptedKey" minOccurs="0" maxOccurs="unbounded"/>
</xXs:sequence>
</xs:complexType>

<!-- ProvisioningHandle - Info for PMM to initiate provisioning process —-->

<xs:element name="ProvisioningHandle" type="ProvisioningHandleType" />
<xs:complexType name="ProvisioningHandleType">
<xXs:sequence>
<xs:element ref="PMArtifact" />
<xs:element ref="ProvisioningServiceEPR" minOccurs="0" />
<xs:element ref="ds:Signature" minOccurs="0" />
</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="lax" />
</xs:complexType>

<xs:element name="ProvisioningServiceEPR" type="wsa:EndpointReferenceType" />

<xs:element name="PMArtifact" type="xs:string" />

<!-- CallbackEPR - where the PMM can receive Provisionig update requests —-—>

<xs:element name="CallbackEPR" type="wsa:EndpointReferenceType"/>

<!-- PMStatus - Provisioning status of the PM —->

<xs:element name="PMStatus" type="PMStatusType" />
<xs:complexType name="PMStatusType">
<xs:sequence>
<xs:element ref="PMID" />
<xs:element ref="State" />
</xs:sequence>
</xs:complexType>

<xs:element name="State" type="StateType" />
<xs:complexType name="StateType">
<xs:simpleContent>
<xs:extension base="xs:anyURI">
<xs:attribute name="asof" type="xs:dateTime" use="optional" />
</xs:extension>
</xs:simpleContent>
</xs:complexType>

<!-- RequestAbstractType — common request message structure —->

<xs:complexType name="RequestAbstractType" abstract="true">
<xs:anyAttribute namespace="##other" processContents="1lax"/>

</xs:complexType>

<!-— ResponselAbstractType — common message response structure —->

<xs:complexType name="ResponseAbstractType" abstract="true">

<xs:sequence>
<xs:element ref="1lu:Status"/>
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</xs:sequence>
<xs:anyAttribute namespace="##other" processContents="1lax"/>
</xs:complexType>

<!-- GetPMEngine - retreive the specified PMEngine ——>
<xs:element name="GetPMEngine" type="GetPMEngineType"/>

<xs:complexType name="GetPMEngineType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMEngineRef" />
</xs:sequence>
<xs:attributeGroup ref="dp:BasicPagingAttributeGroup" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

<!-- GetPMEngineResponse - response for the GetPMEngine Request ——>
<xs:element name="GetPMEngineResponse" type="GetPMEngineResponseType"/>

<xs:complexType name="GetPMEngineResponseType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="EngineData" minOccurs="0" />
</xs:sequence>
<xs:attributeGroup ref="dp:BasicPagingResponseAttributeGroup" />
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="EngineData" type="xs:base64Binary" />

<!-- PMArtifactResolve - request to exchange PMHandle for PMDescriptor —-—>
<xs:element name="PMArtifactResolve" type="PMArtifactResolveType"/>

<xs:complexType name="PMArtifactResolveType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMArtifact" />
<xs:element ref="CallbackEPR" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<!-- PMArtifactResolveResponse - response to the PMArtifactResolve request ——>
<xs:element name="PMArtifactResolveResponse" type="PMArtifactResolveResponse Type"/>

<xs:complexType name="PMArtifactResolveResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType">
<xs:sequence>
<xs:element ref="PMDescriptor" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
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</xs:complexType>

<!-- PMDActivate - to activate one or more PM(s) at the PMM ——>
<xs:element name="PMDActivate" type="PMDActivateType"/>

<xs:complexType name="PMDActivateType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMDActivateItem" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="PMDActivateItem" type="PMDActivateItemType" />

<xs:complexType name="PMDActivateItemType">
<xXs:sequence>
<xs:element ref="prov:PMID" />
</xs:sequence>
<xs:attribute name="at" type="xs:dateTime" use="optional" />
</xs:complexType>

<!—- PMDActivateResponse — the response to the PMDActivate request —-—>
<xs:element name="PMDActivateResponse" type="PMDActivateResponseType"/>

<xs:complexType name="PMDActivateResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType" />
</xs:complexContent>
</xs:complexType>

<!-- PMDDeactivate - to deactivate a PM at the PMM —->
<xs:element name="PMDDeactivate" type="PMDDeactivateType"/>

<xs:complexType name="PMDDeactivateType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMDDeactivateItem" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="PMDDeactivateItem" type="PMDDeactivateItemType" />
<xs:complexType name="PMDDeactivateItemType">

<Xs:sequence>

<xs:element ref="prov:PMID" />

</xs:sequence>

<xs:attribute name="at" type="xs:dateTime" use="optional" />
</xs:complexType>
<!-- PMDDeactivateResponse - the response to the PMDDeactivate request —->

<xs:element name="PMDDeactivateResponse" type="PMDDeactivateResponseType"/>

<xs:complexType name="PMDDeactivateResponseType">
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<xs:complexContent>
<xs:extension base="ResponseAbstractType" />
</xs:complexContent>
</xs:complexType>

<!-- PMDRegister - to register a new PMD at the ProvS —-->
<xs:element name="PMDRegister" type="PMDRegisterType"/>

<xs:complexType name="PMDRegisterType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMDRegisterItem" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="PMDRegisterItem" type="PMDRegisterItemType" />

<xs:complexType name="PMDRegisterItemType">
<xXs:sequence>
<xs:element ref="PMDescriptor" />
</xs:sequence>
<xs:attribute name="itemID" type="xs:string" use="required" />
</xs:complexType>

<!-- PMDRegisterResponse - response to the PMDRegister request —->
<xs:element name="PMDRegisterResponse" type="PMDRegisterResponseType"/>

<xs:complexType name="PMDRegisterResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType">
<xXs:sequence>
<xs:element ref="PMDRegisterResponseltem" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="PMDRegisterResponseltem"
type="PMDRegisterResponseltemType"/ >

<xs:complexType name="PMDRegisterResponseltemType">
<xs:sequence>
<xs:element ref="ProvisioningHandle" />
</xs:sequence>
<xs:attribute name="ref" type="xs:string" use="required" />
</xs:complexType>

<!-- PMDUpdate - update the PMD for a existing PM at the ProvS —-->
<xs:element name="PMDUpdate" type="PMDUpdateType"/>

<xs:complexType name="PMDUpdateType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMDUpdatelItem" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
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</xs:complexType>
<xs:element name="PMDUpdateItem" type="PMDUpdateltemType" />

<xs:complexType name="PMDUpdateItemType">
<xXs:sequence>
<xs:element ref="PMDescriptor" />
</xs:sequence>
<xs:attribute name="type" type="xs:anyURI" use="required" />
<xs:attribute name="itemID" type="xs:string" use="required" />
</xs:complexType>

<!-- PMDUpdateResponse - response to the PMDUpdate request —->
<xs:element name="PMDUpdateResponse" type="PMDUpdateResponseType"/>

<xs:complexType name="PMDUpdateResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType">
<xs:sequence>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<!—- PMDDelete - to register a new PMD at the ProvS ——>

<xs:element name="PMDDelete" type="PMDDeleteType"/>
<xs:complexType name="PMDDeleteType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMID" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<!-- PMDDeleteResponse - the response to the PMDDelete request ——>
<xs:element name="PMDDeleteResponse" type="PMDDeleteResponseType" />

<xs:complexType name="PMDDeleteResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType" />
</xs:complexContent>
</xs:complexType>

<!-- PMDStatus - to get the status of a PMD at the ProvS —->
<xs:element name="PMDGetStatus" type="PMDGetStatusType"/>

<xs:complexType name="PMDGetStatusType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMID" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
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<!-- PMDStatusResponse — response to the PMDStatus request ——>
<xs:element name="PMDStatusResponse" type="PMDStatusResponseType"/>

<xs:complexType name="PMDStatusResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType">
<xs:sequence>
<xs:element ref="PMStatus" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<!-- PMDSetStatus - update provisioning status of PM ——>
<xs:element name="PMDSetStatus" type="PMDSetStatusType"/>

<xs:complexType name="PMDSetStatusType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="PMStatus" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<!-- PMDSetStatusResonse - response for PMDSetStatus request —-—>
<xs:element name="PMDSetStatusResponse" type="PMDSetStatusResponseType"/>
<xs:complexType name="PMDSetStatusResponseType ">
<xs:complexContent>
<xs:extension base="ResponseAbstractType" />
</xs:complexContent>
</xs:complexType>

<!—=-=Poll - Poll for new service requests ——>

<xs:element name="Poll" type="dp:PollType"/>

<!--PollResponse — response for the Poll request ——>

<xs:element name="PollResponse" type="dp:PollResponseType"/>

<!-- UpdateEPR - update the EPR for PM maintenance operations ——>
<xs:element name="UpdateEPR" type="UpdateEPRType" />

<xs:complexType name="UpdateEPRType">
<xs:complexContent>
<xs:extension base="RequestAbstractType">
<xs:sequence>
<xs:element ref="UpdateEPRItem" maxOccurs="unbounded" />
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

<xs:element name="UpdateEPRItem" type="UpdateEPRItemType" />
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<xs:complexType name="UpdateEPRItemType">
<xs:sequence>
<xs:element ref="PMID" />
<xs:element ref="CallbackEPR" />
</xs:sequence>
<xs:attribute name="itemID" type="xs:string" use="required" />
</xs:complexType>

<!-- UpdateEPRResponse - the response to the UpdateEPR request —-->
<xs:element name="UpdateEPRResponse" type="UpdateEPRResponseType"/>
<xs:complexType name="UpdateEPRResponseType">
<xs:complexContent>
<xs:extension base="ResponseAbstractType" />

</xs:complexContent>
</xs:complexType>

</xs:schema>
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B. Provisioning Service WSDL

<?xml version="1.0"7?>
<definitions name="prov-svc"
targetNamespace="urn:liberty:prov: 2006-12"
xmlns:tns="urn:liberty:prov:2006-12"
xmlns="http://schemas.xmlsoap.org/wsdl/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:sb="urn:liberty:sb:2006-12"
xmlns:wsaw="http://www.w3.0rg/2006/02/addressing/wsdl"
xmlns:prov="urn:liberty:prov:2006-12"
xmlns:xsi="http://www.w3.0rg/2001/XML Schema-instance"
xsi:schemalocation="http://schemas.xmlsoap.org/wsdl/
http://schemas.xmlsoap.org/wsdl/
http://www.w3.0rg/2006/02/addressing/wsdl
http://www.w3.0rg/2006/02/addressing/wsdl/ws-addr-wsdl.xsd">

<!—- Abstract WSDL for Liberty Provisioning Service v1.0 Specification ——>
<xsd:documentation>
Abstract WSDL from Liberty Provisioning Service Specification.
### NOTICE ###

Copyright (c) 2006 Liberty Alliance participants, see
http://www.projectliberty.org/specs/idwsf_2_0_final_copyrights.php

</xsd:documentation>

<types>
<xsd:schema>
<xsd:import namespace="urn:liberty:prov:2006-12"
schemaLocation="liberty-idwsf-prov-v1l.0.xsd"/>
</xsd:schema>
</types>

<message name="GetPMEngine">

<part name="body" element="prov:GetPMEngine"/>
</message>
<message name="GetPMEngineResponse">

<part name="body" element="prov:GetPMEngineResponse" />
</message>

<message name="PMArtifactResolve">

<part name="body" element="prov:PMArtifactResolve"/>
</message>
<message name="PMArtifactResolveResponse">

<part name="body" element="prov:PMArtifactResolveResponse"/>
</message>

<message name="PMDActivate">

<part name="body" element="prov:PMDActivate"/>
</message>
<message name="PMDActivateResponse">

<part name="body" element="prov:PMDActivateResponse"/>
</message>

<message name="PMDDeactivate">

<part name="body" element="prov:PMDDeactivate"/>
</message>
<message name="PMDDeactivateResponse">

<part name="body" element="prov:PMDDeactivateResponse"/>
</message>

<message name="PMDDelete">
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2142 <part name="body" element="prov:PMDDelete"/>

2143 </message>

2144 <message name="PMDDeleteResponse">

2145 <part name="body" element="prov:PMDDeleteResponse"/>
2146 </message>

2147

2148 <message name="PMDGetStatus">

2149 <part name="body" element="prov:PMDGetStatus"/>
2150 </message>

2151 <message name="PMDGetStatusResponse">

2152 <part name="body" element="prov:PMDGetStatusResponse"/ >
2153 </message>

2154

2155 <message name="PMDRegister">

2156 <part name="body" element="prov:PMDRegister"/>

2157 </message>

2158 <message name="PMDRegisterResponse">

2159 <part name="body" element="prov:PMDRegisterResponse" />
2160 </message>

2161

2162 <message name="PMDSetStatus">

2163 <part name="body" element="prov:PMDSetStatus"/>

2164 </message>
2165 <message name="PMDSetStatusResponse">

2166 <part name="body" element="prov:PMDSetStatusResponse "/>
2167 </message>

2168

2169 <message name="PMDUpdate">

2170 <part name="body" element="prov:PMDUpdate"/>

2171 </message>
2172 <message name="PMDUpdateResponse">

2173 <part name="body" element="prov:PMDUpdateResponse"/>
2174 </message>

2175

2176 <message name="Poll">

2177 <part name="body" element="prov:Poll"/>

2178 </message>

2179 <message name="PollResponse">

2180 <part name="body" element="prov:PollResponse"/>
2181 </message>

2182

2183 <message name="UpdateEPR">

2184 <part name="body" element="prov:UpdateEPR"/>

2185 </message>
2186 <message name="UpdateEPRResponse">

2187 <part name="body" element="prov:UpdateEPRResponse"/>

2188 </message>

2189

2190 <portType name="ProvisioningPort">

2191

2192 <operation name="GetPMEngine">

2193 <input message="tns:GetPMEngine"

2194 wsaw:Action="urn:liberty:prov:2006-12:GetPMEngine" />

2195 <output message="tns:GetPMEngineResponse"

2196 wsaw:Action="urn:liberty:prov:2006-12:GetPMEngineResponse" />
2197 </operation>

2198

2199 <operation name="PMArtifactResolve">

2200 <input message="tns:PMArtifactResolve"

2201 wsaw:Action="urn:liberty:prov:2006-12:PMArtifactResolve" />
2202 <output message="tns:PMArtifactResolveResponse"

2203 wsaw:Action="urn:liberty:prov:2006-12:PMArtifactResolveResponse" />
2204 </operation>

2205

2206 <operation name="PMDActivate">

2207 <input message="tns:PMDActivate"

2208 wsaw:Action="urn:liberty:prov:2006-12:PMDActivate" />
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<output message="tns:PMDActivateResponse"
wsaw:Action="urn: liberty:prov:2006-12:PMDActivateResponse" />
</operation>

<operation name="PMDDeactivate">
<input message="tns:PMDDeactivate"
wsaw:Action="urn: liberty:prov:2006-12:PMDDeactivate" />
<output message="tns:PMDDeactivateResponse"
wsaw:Action="urn:liberty:prov:2006-12:PMDDeactivateResponse" />
</operation>

<operation name="PMDDelete">
<input message="tns:PMDDelete"
wsaw:Action="urn:liberty:prov:2006-12:PMDDelete" />
<output message="tns:PMDDeleteResponse"
wsaw:Action="urn:liberty:prov:2006-12:PMDDeleteResponse" />
</operation>

<operation name="PMDGetStatus">
<input message="tns:PMDGetStatus"
wsaw:Action="urn:liberty:prov:2006-12:PMDGetStatus" />
<output message="tns:PMDGetStatusResponse"
wsaw:Action="urn: liberty:prov:2006-12: PMDGetStatusResponse" />
</operation>

<operation name="PMDRegister">
<input message="tns:PMDRegister"
wsaw:Action="urn:liberty:prov:2006-12:PMDRegister" />
<output message="tns:PMDRegisterResponse"
wsaw:Action="urn: liberty:prov:2006-12:PMDRegisterRe sponse" />
</operation>

<operation name="PMDSetStatus">
<input message="tns:PMDSetStatus"
wsaw:Action="urn:liberty:prov:2006-12:PMDSetStatus" />
<output message="tns:PMDSetStatusResponse"
wsaw:Action="urn: liberty:prov:2006-12:PMDSetStatusResponse" />
</operation>

<operation name="PMDUpdate">
<input message="tns:PMDUpdate"
wsaw:Action="urn:liberty:prov:2006-12:PMDUpdate" />
<output message="tns:PMDUpdateResponse"
wsaw:Action="urn: liberty:prov:2006-12:PMDUpdateResponse" />
</operation>

<operation name="Poll">
<input message="tns:Poll"
wsaw:Action="urn:liberty:prov:2006-12:Poll" />
<output message="tns:PollResponse"
wsaw:Action="urn: liberty:prov:2006-12:P ollResponse" />
</operation>

<operation name="UpdateEPR">
<input message="tns:UpdateEPR"
wsaw:Action="urn:liberty:prov:2006-12:UpdateEPR" />
<output message="tns:UpdateEPRResponse"
wsaw:Action="urn: liberty:prov:2006-12:UpdateEPRResponse" />
</operation>

</portType>
<!--
An example of a binding and service that can be used with this

abstract service description is provided below.
——>
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<binding name="ProvisioningBinding" type="tns:ProvisioningPort">

<soap:binding style="document"
transport="http://schemas.xmlsoap.org/soap/http"/>

<operation name="GetPMEngine">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>

<operation name="PMArtifactResolve">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>

<operation name="PMDActivate">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>

<operation name="PMDDeactivate">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>

<operation name="PMDDelete">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>

<operation name="PMDGetStatus">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>

<operation name="PMDRegister">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>

<operation name="PMDSetStatus">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>

<operation name="PMDUpdate">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>
<operation name="Poll">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>
<operation name="UpdateEPR">
<input> <soap:body use="literal"/> </input>
<output> <soap:body use="literal"/> </output>
</operation>
</binding>
<service name="ProvisioningService">

<port name="ProvisioningPort" binding="tns:ProvisioningBinding">

<!—- Modify with the REAL SOAP endpoint —->
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<soap:address location="http://example.com/provisioning"/>
</port>
</service>

</definitions>
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